AHOTALIIA

Bimirypa B. B. Mogeni 1 meroau 3a0e3mnedeHHs Oe3neku 0a3 JaHUX 3
yHIBepcaJIbHUM 0a3nucoM BijHOIIeHb. — KBamidikariiiiHa HaykoBa Ipals Ha IpaBax
PYKOTIHCY.

Hucepraniss Ha 3400yTTS HAyYKOBOTO CTymHeHs JokTopa (imocodii 3a
cnemianbHicTiIo 125 KibepOesneka Tta 3axuct iHdopmaiii (lamy3p 3Hanp 12
[apopmariitni  TexHomorii). — XapKiBCbKUN HAaI[lOHAJbHUM YHIBEPCUTET IMEHI
B. H. Kapazina MinictepcTBa OCcBITH 1 Hayku YKpainu, Xapkis, 2024.

Hucepraliisi mnpucBsSYeHAa po3poOIll, YIOCKOHAICHHIO Ta BUKOPUCTAHHIO
MoOjIeJIel Ta METO/1iB 3a0e3eueHHs Oe3nexku 06a3 JaHuX.

Memoto Oucepmayitinoi pobomu € NiABUIIECHHA €(PEKTUBHOCTI 3aXUCTy 0a3
JaHUX, MOOYJOBaHWX HAa OCHOBI CXEMH 3 YyHIBEpCaJIbHUM O0a3ucoM BiJIHOLICHD,
IUIIXOM pPO3pOOKH Ta 3aCTOCYBaHHS MoOJENed, METOJIB Ta 3aco0iB 3abe3neueHHs
iXHbOI O€3MeKH.

VY mepmomy posaimi auceprauii (Cyuacnuti cmaw, npobiemu ma 3a80aHHS
3abe3neuenus Oe3nexku 6a3 OaHux) BUKOHAHO aHaJI3 Cy4yaCHOTO CTaHy, OCHOBHHX
npobJieM 3a0e3nedyeHHs Oe3neku 6a3 qanux (bJ]) Ta mocTaHOBKY 3a/1a4 JOCHTIIKEHHS.
3o0kpema, OyJI0 MPOBEJACHO aHaIIi3 MIIXO0/IIB Ta JOCITHEHB y raidy3l 3a0e3leueHHs Ta
OIIIHKM Oe3rneKku 1H(POopMaIliiHUX CUCTEM 3arajoM Ta 0a3 JaHuX, SK iX OCHOBHOIO
(YHKIIOHATBHOTO KOMIIOHEHTa, 30KpeéMa, B TOMY YHCIl MPOBEIEHO aHai3
(dbopManbHUX MOJIENICH YNPaBIiHHS JOCTYIIOM Ta 3a0€3MeUeHHS IIITICHOCT1 JaHUX, SK
METO[0JIOT1YHOT OCHOBH TMOOYJOBHM CHUCTEM 3aXHUCTy Ta OIIIHKM iXHBOI Oe3reku. 3a
pe3ynbTaTaMy aHaji3y BUSBICHO HEOJIKH Ta HEBUPIIICHI MUTAHHS, [0 CTOCYIOTHCS
Oesrekn 0a3 gaHWX Ta ii OIIHKH, BUXOJMYM 3 SAKUX CPOPMYJIHOBAHO 3aaadl
JUCEPTALIMHOTO TOCI1IKEHHS.

Y npyromy posaini (Pospobka mooeni 3axucmy ma mMemooy OyiHKu Oe3nexu
6a3u Oanux) BUPILIEHO 3aBJAaHHS PO3POOKH Ta OOIPYHTYBaHHS MOJENI 3aXUCTy 0a3u
JTAaHUX HA OCHOBI CUCTEMHU O€3MEKH 3 TOBHUM MEPEKPUTTSIM Ta METOJTY OIIIHKH O€3IMeKH

0a3u nanux. 3aBasgku posmupeHHo Moneni Kiremenrca—Todpmana (Clements—



Hoffman model) 3a paxyHoxk BritroueHHs Oe311i4i Bpa3auBocTeld 00'€KTiB (1110 J03BOJISE
O1IBII aJEeKBATHO OIIIHIOBATH HWMOBIPHICTh HEOaKAHOTO IHIUACHTY (peai3arii
3arpo3u) y 1BoaKTOPHIM MO/IeI1), IEBHOMY 1HTEIPAIbHOMY MTOKA3HUKY 3aXHUIIIEHOCT1
bJl (dx BeMMUMHM 3BOPOTHOI CYMapHOMY 3aJUIIIKOBOMY PH3UKY, CKJIQJI0BI
KOMITOHEHTH SIKO1 IIPEICTABISIOTHCS Yy BUTJISA/II BIAMOBIAHUX JIHIBICTUYHUX 3MIHHHUX ),
pO3pO0JICHOMY METOMY OIIIHIOBAaHHS OCHOBHUX KOMIIOHEHT Oap'epiB O€3leKku Ta
3aXUIICHOCT] 0a3u JaHHUX B IIIOMY, 1[0 CIIMPAETHCS HA TEOPII0 HEUITKUX MHOXKHUH Ta
PHU3HKY, CTa€ MOXKJIMBOIO KIJIbKICHA OIIHKA Oe3meku 0a3u JAaHHuX, 10 aHATI3yEThCS.
OTpumMano nepuiuti ma Opyeutl HaAyKosi pe3yibmamu — YOOCKOHALEHO'

— MOJIEJIb CUCTeMHU Oe3MeKkH 3 MOBHUM mepekpuTTsim Kiemenrtca—I odmana,
AKa BIIPI3HAETHCS BiJ BIJOMOI PO3IIUPEHOI0, 332 PaxyHOK JOMOBHEHHS MOJENI
MHO>XMHOIO BpPa3JIMBOCTEH 00'€KTIB, SIK OKPEMO OO'€KTHBHO ICHYIOUOI KaTeropii, Ta
KOHKPETHU30BaHUM JJig 0a3 JaHUX CKJIaJIOM KOMIIOHEHT, WO JI03BOJISIE OUIBII
aJICKBaTHO OIIIHIOBAaTH MMOBIPHICTh HEOAKAHOTO IHIMJICHTY (peajizailii 3arpo3u) Ta
3aXMIINEHICTh 0a3M TaHUX Y IIJIOMY;

— METO/I OI[IHIOBaHHS OCHOBHUX KOMIIOHEHT 0ap'epiB O€3MEeKH Ta 3aXHIIEHOCTI
0a3u JaHuX B IIJIOMY, SKUW Ha BIJIMIHY BiJl BIJJOMHX, 32 PaXyHOK KOMIUIEKCYBaHHS
BIOCKOHaNeHoi Mozen Knementca—I'opMaHa, BBEIEHOTO IHTETPAILHOTO MOKa3HUKA
0e3IeKu, MOJI0KEeHb Teopli HEUITKUX MHOKUH Ta PU3UKY, JO3BOJISIE IalTYBATUCS 10
HOBUX YMOB (DYHKI[IOHYBaHHSI Ta IPO30pPO, KOMIUIEKCHO Ta KIJIbKICHO OILIHIOBATU
Oe3nexky 0a3 JaHUX 3 PI3HUMU MOJICTISIMU TaHUX.

Y tperboMy posaimi (Po3pobka memooié mackysamnus OaHux) BHUPIIICHO
3aBAaHHS PO3POOKH Ta OOTPYHTYBAaHHSI METO/IIB MAaCKYBaHHS JaHUX, 110 JO3BOJISIOTH
3MEHIIUTH WMOBIPHICTh peajizailii 3arpo3u JIOTIYHOTO BHUCHOBKY Ta 3a0€3MEUHUTH
OuIbLI epeKTUBHE MPUXOBYBAHHS KOy KPUTUYHO BAXKJIMBUX MOAYJIB, IO MOCTIHHO
30epiraroTbcs, sIKe BUMarae 3Ha4yHo OUIBIINX OOYMCITIOBAIIBHUX 1 YACOBUX BUTpAT HA
HOTO PO3KPUTTS 3JIOBMUCHUKOM, HIK MPU BUKOPUCTAHHI ICHYIOUHUX CIOCOOIB, IO
HAJAIOTHCS PO3POOHUKAMM JICIKUX CYYaCHUX CHCTEM KepyBaHHs 0Oa3aMu JTaHHX
(CKB). Otpumano mpemii, yuemeepmuti ma n'samuti HAyKo8i pe3yi1bmamu:

yoockonaneno meron mackyBanas MOBAT, mo Bipi3HSIETHCS BiJl BiIOMOTO,

MouBicTIO 00(dyckamii (amrim. obfuscation) nmaHux, HOUIIXOM MaTeMaTHYHHX



MEPETBOPEHb HA OCHOBI OOYMCIIEHHS ONEpaliid 3a MOJyJIeM, 110 3aCTOCOBYIOTHCS JI0
€JIEeMEHTIB JaHUX HE TUIbKA YUCJIOBOTO, a M HIMPOKO MOLIMPEHOro B 0a3ax JaHUX
PSAKOBOTO THUITY, IO JIO3BOJISIE CYTTEBO PO3MIMPUTH OXOIUICHHS PI3HOMAHITHUX
MAacCKOBaHMX 3 METOI0 YTPYIHCHHs peasti3allii 3JIOBMHCHHKOM 3arpo3d YMOBHUBOIY
nanux bJI;

ompuManu noOAIbUUL PO36UMOK:

— METOJI MacCKyBaHHS €JIEMEHTIB JaHWX HE KIIOYOBUX IIONIB KOPTEKIB
Ta0auIb BUPOOHWYOI 0a3u JaHWX, IO BIAPIZHAETHCS BiJ BIJOMHUX OPUTIHAJIBHUM
MiIX0IOM JIO TIPOIIeCY TIEPEMIITYBaHHS 3 MOMJIMBICTIO BUITAIKOBOI 3aMiHU €JIEMEHTIB
JAHUX PI3HOTO TUIY BCEPEAWHI 3aJ]aHOT0 MOJIS PsiIKa Ta BUKOPUCTAHHS TEXHOJIOTIT
JUHAMIYHOTO MAacKyBaHHS, 10 JO3BOJISIE TPU MEHIIIUX OOYMCIIIOBAILHUX BUTPATaX HA
MEePETBOPEHH 1 0e3 3MiHM (opMary BUXIIHUX [aHUX 3a0e3MeunuTh €(PEeKTUBHE
IPUXOBYBaHHSA JIJAHUX, K€ YCKJIQIHIOE peaji3alliio 3arpo3u JIOTTYHOT'O BUCHOBKY;

— METOJ] MPUXOBYBAaHHS KOJy 30epekeHuX y 0a3l JaHuX mporpam, SiKMi Ha
BIIMIHY BIJ BIJOMHX, JO3BOJII€E 3a PAXYHOK BHUIAJKOBOI MEPECTaHOBKHU (IO
CIIPAEThCS HA CYy4aCHMil BapiaHT anroputMy tacysanHs ®imrepa-Ieiitca) cumponin
KOJy 3 MOXJIMBOIO 3aMIHOIO KOXXHOTO 3 HUX Ha IHIIMH BUITAJIKOBO BUOpaHUU 13
crarpapty Unicode 3a0e3neunTu Oinbiie eeKTUBHU (SKili BUMarae 3HauHO O1TBIITHX
OOYHUCITIOBAILHUX BUTPAT) 3aXHUCT KOJY BiJi HOTO PO3KPUTTS 3JIOBMUCHUKOM, MPHU
[bOMY FapaHTYIO4H LIICHICTh KOMY.

OTpuMaHoO nepuwiutl npaxmudHull pe3yibmam: po3poOJICHUN METOT MaCKyBaHHS
€JIEMEHTIB JIaHUX HE KJIIOYOBHUX TOJIIB KOPTEXIB TAOIUIh BUPOOHUYOI 0a3u JaHUX,
OpIEHTOBAHMHU Ha 3aIUIyTyBaHHS, IICEBIOHIMI3aMi0 (aHTI. pseudonymisation) manux
Ta YCKJIJHEHHSA peajtizallii 3arpo3u JOr14HOT0 BUCHOBKY, 103BOJISIE 3SMEHILIUTH Yac Ha
BiAMOBIAHI omepariii meperBopeHHs Ha (10-17) % 1010 MeToay KIACHYHOTO
muppyBaHHs, MpPU LOMY HE HaBOJAAYM 10 3MIHU ¢dopmary Ta 30UIbIIECHHS
PO3MIPHOCTI JlaHWX, W10 30epiratorbes. Jlanuit MeToq Moxke OyTH TakKoX
BUKOPUCTAHUN Yy HEBUPOOHMUMX 0a3zax AaHUX, PO3LIKMPIOIOYA MOKIMBOCTI Tak
3BaHOTO CTATHYHOT'O MAaCKyBaHHS JaHUX.

Y derBepromy posaun (Po3pobka memody KOHmMpoaro yinicHocmi ma

CﬂpdGDfCHOCWli 36€p€9fC€H1/lX npoepam, 3aACHOBAHO2O0 HA MOINCIUBOCNIAX mexnono2ii



O10K4etin) BUPILIEHO 3aBJaHHS PO3POOKKM Ta OOIPYHTYBaHHS METOAY KOHTPOJIIO
IIJICHOCTI Ta CIPaBXHOCTI MOAYJIB, 110 MOCTIHHO 30€piraroThCs, 3aCHOBAHOTO Ha
MOJXKJIMBOCTSIX TEXHOJOTIi OnokueiH. OTpUMaHO wiocmuil HAYKOBUL pe3yibmam.
énepuie 3arpOTIOHOBAHO METOJ MOHITOPHHTY, MO0 IPYHTYETHCS HA MOMJIMBOCTSIX
TEeXHOJIOT1i OJIOKYEHH, SKUM Ha BIAMIHY BIJ BIJIOMHX JO3BOJISIE 3a PaxyHOK
BUKOPUCTAHHS CTBOPEHOI 3yMOBJICHOI CTPYKTYpH, MPaBI (HOPMyBaHHS TIEPBUHHOTO
Ta HACTYMHHUX OJOKIB y OJIOKUEHHOBOMY JAHIIOKKY, OpraHizaiii 30epiraHHs i€l
CTPYKTYpPH B paMKax peJsIiiiHOT MOJIell JaHUX, CIIOCO0IB OOYHMCIICHHS KOPEHs T'elll-
JiepeBa, CyBOpO KOHTpoJItoBaTH Habip mporpam bJl, iX 1imicHICT, CIIPAaBXKHICTh MPU
MEHIIIUX 00csATax 30epeKeHUX JIJIs IbOT0 IAHUX 1 HEOOX1THUX PeCypciB Impoliecopa.

OTpuMaHo Opyeuti npakmuyHui pe3yibmam: 3alPOINOHOBAHUN  METOJ
MOHITOpUHTY MoayidiB BJI, mo moctiiiHO 30epiratoThbcsi, BUMarae MEHIINX OOCATIB
30epexeHuX Il OO JIaHUX 1 PEecypciB TMpoliecopa, HDK BIIOMUA METOA
KOHTPOJIbHUX CYM, SIKMM JJIs MIATPUMKHA AHAJIOTIYHOIO KOHTPOJIIO IIUIICHOCTI Ta
cipaxHocTi PSM BuMarae BUKOHaHHS MPOIIEAYP renryBaHHs Ta HU(PPOBOTO MiAMUCY
13 30epeKEeHHSIM BIJMOBITHUX JAHUX JUIsI KOKHOTO KOHKpeTHOTO PSM y KOHKpeTHIH
cxemi BJI, mpuyomy oJIHaKOBO, HE 3a0e3MeUyrO4Yd KOHTPOJIb BChOro Habopy PSM
3arajom.

YV m’aromy pozauni (Peanizayis memoois i 3acobis 3axucmy 8 6a3ax OaHux,
noOy00BAHUX HA OCHOBI CXeMU 3 YHIBEPCAIbHUM OA3UCOM GIOHOUIEHb) BUPIIICHO
3aBAaHHS OOTPYHTYBAHHS Ta CHUCTEMAaTH3aIlll peayli30BaHUX 3aXOJIB 3aXHUCTY, IO
3a0€3MeuyoTh KOH(MIICHIINHICTh, IUIICHICTh JaHUX Ta TOCTIHHO 30epekeHux
MOJIyiB 0a3 JaHUX 3 YHIBEpCAIbHUM 0a3ucoM BiHOMIEHb. [i 3ax0au IpyHTYIOThCS SIK
Ha 3arajbHUX (OPMAIBHUX MOJEIISAX YIPABIIHHS JOCTYIOM, 3a0€3MeUeHHs LIJTICHOCTI
JaHuX, MeToAax, 3acobax, MexaHi3zmax, 1o miaTpumytotbest CKB/l, Ha mnatdopmi
SIKOT 3aIPOIMIOHOBAHA CXEMa Pealli3y€eThCs, TaK 1 Ha BJACHUX, PO3POOJICHUX Y paMKax
CTBOPEHHs 1HBapiaHTHOi 10 mpenMeTtHux obnactedl cxemu BJI. Otpumano mpemii
npakmuuHuil pezyivmam: po3poOieHi B mpoiieci crBopeHHs cxemu bJ 3 YBB
CreriajgbHl 3aX0AMU y BUTJISAJI BIAMOBIIHUX METOJIB, PEATi30BaHUX OO0'€KTIB CXEMHU
(TpurepiB, mporeayp, NakeTiB, TaOIMWIb, (QYHKIIHA) Ta MpaBWJ iX BUKOPUCTAHHS

NiABUIIYIOTh Oe3mneky Takux bJl, 3a0e3mneuyoun BUCOKHUI CTYIiHb KOHTPOJIbOBAHOCTI



JOCTYIy 10 JaHuX (X 10 KOHKPETHOTO eleMeHTa), HeoOXiaHy KOH(DIICHINHICTS,
IIJTICHICTh JaHUX Ta 00'ekTiB cxemu b/, Ha BiAMiHY BiJ1 TpaauIiiHuX pensmiitaux b1,
110 HE BOJIOJIIOTH MOAIOHMMU 3aX0JJaMU Ta (PYHKIIIOHAIBHICTIO.

Y moctomy po3nuti (Oyinka 6e3nexku 6azu OaHux 3 YHI8epCalbHUM OA3UCOM
8i0OHOWeHb) 3MIIMCHEHO OIIHKY Oe3Neku 0a3u JaHuX 3 YHIBEpCAIbHUM 0a3HCcOM
BIJTHOIIICHB Ta HABEJICHO MOPIBHSJILHUHN aHAITI3 3aXHINEHOCTI 0a3 JaHuX, TOOyJ0BaHUX
3a TPAIUIINHOI0 TEXHOJOTIEI0 Ta HAa OCHOBI YHIBEPCAJIBHOTO 0Oa3ucCy BIAHOIICHD.
[TopiBHsIBHUI aHaJI3 TTOKa3aB, 1110 BUKOPHUCTAHHS 3alPOIIOHOBAHUX Y POOOTI pillIcHb
J03BOJIUTh MIABUIIUTH €(QEKTUBHICTh / PE3yAbTAaTHBHICTh 3aXHCTy 0a3 [aHuX,
noOy0BaHMX HA OCHOBI CXEMH 3 YHIBEpCaJIbHUM 0a3uCcOM BIJHOIICHb, OUIBII HIXK Y
1.5 pa3u moao0 TpaauiitHux pensiiinux bJI.

KuarwuoBi caoBa: indopmaiiitna cucrema, 0aza pgaHux, 0a3za JaHUX 3
yHIBEpCAJIbHUM 0a3uCcOM BiJIHOIIECHB, 00'€KT 0a3u maHux, Oe3rmeka, KidepOesmeka,
MOJIEITb O€3MEKH, MOJICTTh CHCTEMH 3aXUCTY 3 IOBHUM MIEPEKPUTTAM, PU3HK, TEHEPATOP
NICEBJIOBUTIAJIKOBUX YKCENl, MAaCKyBaHHS JaHUX, MU(pyBaHHSA, KpunrorpadiaHuii

3axuCT 1H(opMaIii, ITICHICTh, OJIOKYEHH.



ABSTRACT

Vilihura, V. V. Models and methods for ensuring the security of databases with
the universal basis of relations. — Qualifying scientific work as a manuscript.

Thesis for the degree of Doctor of Philosophy in specialty 125 Cybersecurity
and information protection (Field of knowledge 12 Information Technology). —
V. N. Karazin Kharkiv National University of the Ministry of Education and Science
of Ukraine, Kharkiv, 2024.

The thesis is devoted to the development, improvement and use of models and
methods for ensuring database security.

The purpose of the thesis is to increase the efficiency of protection of databases
built based on the scheme with the universal basis of relations, through the
development and application of models, methods and means of ensuring their security.

In the first section of the thesis (Current State, problems and tasks of database
security) the analysis of the current state, the main problems of ensuring the security
of databases (DB) and the formulation of research tasks are carried out. In particular,
an analysis of approaches and achievements in the field of ensuring and assessing the
security of information systems in general and databases, as their main functional
component, was carried out, in particular, an analysis of formal models of access
control and ensuring the integrity of data as a methodological basis for building
protection systems and assessing their security. Based on the results of the analysis,
disadvantages and unresolved issues related to the security of databases and its
assessment have been identified, on the basis of which the tasks of the thesis research
have been formulated.

In the second section (Development of the protection model and the method for
assessing database security), the problem of developing and justifying the database
security model based on a full overlap security system and the database security
assessment method is solved. Due to the extension of the Clements—Hoffman model
due to the inclusion of a set of vulnerabilities of objects (which allows for a more
adequate assessment of the probability of an undesirable incident (threat realization) in

a two-factor model), a certain integral indicator of database security (as the inverse of



the total residual risk, the constituent components of which are represented in the form
of corresponding linguistic variables), the developed method for assessing the main
components of security barriers and security of the database as a whole, based on the
theory of fuzzy sets and risk, it becomes possible to quantify the security of the
analyzed database. The first and second scientific results were obtained — improved:

— the model of the security system with a complete overlap of Clements-
Hoffmann, which differs from the well-known extended one, due to the addition of the
model with a set of vulnerabilities of objects, as a separate objectively existing
category, and a specified composition of components for databases, which allows for
a more adequate assessment of the probability of an unwanted incident (threat
implementation) and the security of the database as a whole;

— the method for assessing the main components of security barriers and
security of the database as a whole, which, unlike the known ones, due to the
integration of the improved Clements-Hoffmann model, the introduced integral
security indicator, the provisions of the theory of fuzzy sets and risk, allows adapting
to new operating conditions and transparently, comprehensively and quantitatively
assessing the security of databases with different data models.

The third section (Development of data masking methods) solves the problem of
developing and justifying data masking methods that reduce the probability of the
threat of logical inference and ensure more effective hiding of the code of critically
stored modules, which requires much more computational and time costs for its
disclosure by an attacker than when using the existing methods provided by the
developers of some modern database management systems (DBMS). The third, fourth
and fifth scientific results were obtained:

the method of masking MOBAT, which differs from the known one, in the
possibility of obfuscation of data, has been improved by means of mathematical
transformations based on the calculation of operations by modulus, applied to data
elements not only numeric, but also widespread in databases of string type, which
allows to significantly expand the coverage of various masked in order to complicate
the threat of inference of database data by an attacker;

have been further developed:



— the method of masking data elements of non-key fields of tuples of tables of
the production database, which differs from the known ones in the original approach
to the shuffle process with the possibility of random replacement of data elements of
different types within a given field of the row and the use of dynamic masking
technology, which allows with lower computing costs for transformation and without
changing the format of the original data to ensure effective data hiding, which makes
difficult to implement the threat of a logical conclusion;

— the method of hiding the code of programs stored in the database, which,
unlike the known ones, allows, due to the random rearrangement (based on the modern
version of the Fisher-Yates shuffle algorithm) of the code symbols with the possible
replacement of each of them with another randomly selected from the Unicode
standard, to provide more effective (which requires much higher computing costs)
protection of the code from its disclosure by an attacker, while guaranteeing the
integrity of the code.

The first practical result was obtained: the developed method of masking data
elements of non-key fields of tuples of tables of the production database, focused on
obfuscation, pseudonymisation of data and complication of the implementation of the
threat of logical inference, allows to reduce the time for the corresponding conversion
operations by (10-17)% regarding the method of classical encryption, while not leading
to a change in the format and an increase in the dimension of the stored data. This
method can also be used in non-production databases, expanding the possibilities of
so-called static data masking.

In the fourth section (Development of the method for controlling the integrity
and authenticity of stored programs based on the capabilities of blockchain
technology), the problem of developing and substantiating a method for controlling the
integrity and authenticity of permanently stored modules, based on the capabilities of
blockchain technology, is solved. The sixth scientific result was obtained: for the first
time a method of monitoring based on the capabilities of blockchain technology is
proposed, which, unlike the known ones, allows, through the use of the created
predetermined structure, rules for the formation of the primary and subsequent blocks

in the blockchain chain, the organization of storage of this structure within the



framework of a relational data model, methods of calculating the root of the hash tree,
to strictly control the set of database programs, their integrity, authenticity with smaller
volumes of data stored for this and the necessary resources processor.

The second practical result is obtained: the proposed method of monitoring
permanently stored database modules requires smaller amounts of data and processor
resources stored for this purpose than the well-known method of checksums, which, in
order to maintain similar control over the integrity and authenticity of PSM, requires
the execution of hashing and digital signature procedures with the preservation of the
corresponding data for each specific PSM in a specific database schema, and in the
same way, without providing control of the entire PSM set as a whole.

In the fifth section (Implementation of methods and means of protection in
databases built based on the scheme with the universal basis of relations) the problem
of substantiation and systematization of the implemented protection measures that
ensure confidentiality, data integrity and permanently stored database modules with
the universal basis of relations is solved. These measures are based on both general
formal models of access control, data integrity, methods, means, mechanisms
supported by the DBMS, on the platform of which the proposed scheme is being
implemented, and on our own, developed within the framework of creating a database
scheme invariant to subject areas. The third practical result was obtained: special
measures developed in the process of creating a database schema with UBV in the form
of appropriate methods, implemented schema objects (triggers, procedures, packages,
tables, functions) and rules for their use increase the security of such databases,
providing a high degree of control of access to data (up to a specific element), the
necessary confidentiality, integrity of data and objects of the database scheme, in
contrast to traditional relational databases, that do not have such measures and
functionality.

In the sixth section (Assessment of the security of database with the universal
basis of relations) an assessment of the security of a database with the universal basis
of relations is carried out and a comparative analysis of the security of databases built
on the traditional technology and on the basis of the universal basis of relations is

provided. A comparative analysis has shown that the use of the solutions proposed in



the work will increase the efficiency / effectiveness of the protection of databases built
on the basis of the scheme with the universal basis of relations, more than 1.5 times
relative to traditional relational databases.

Keywords: information system, database, database with the universal basis of
relations, database object, security, cyber security, security model, full overlap security
system model, risk, pseudorandom number generator, data masking, encryption,

information cryptographic protection, integrity, blockchain.



