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HucepTartiiina po60Ta MPUCBsIYEHA PO3B’I3aHHIO aKTyaJIbHOI 3a7a4i: aHATI3y Ta
po3po0I1ll METOAIB Ta MoOAEHEH IS MIABMUINCHHS 3aXHUIIEHOCTI aCUMETPUYHHUX
KpuntorpadiuHuX CUCTEM Ha PEIIiTKaX.

3ajada € akTyalabHOIO, OCKUIBKH 3aXUCT 1H(POpMAIlli CTa€ OJJHUM 3 KIIFOYOBUX
BUKJIMKIB Y CydacHOMY IM(poBOMY CBITi, J€ 3arpo3u 1HQopmariiiHii Oe3merrl
MOCTIMHO 3pocTaroTh. Kpumnrorpadidyai MeTOaW € OCHOBOIO Jig 3a0e3lMedeHHS
KOH(D1ACHIIIMHOCTI, IUTICHOCTI Ta aBTEHTUYHOCTI AaHUX. CHOTOIHINIHSA pPealbHICTh
BI/I3HAYAETHCSI AKTHUBHUM BIIPOBA/KEHHSIM KpuUnTOorpadiuHUX pillleHb Yy Pi3HUX
CeKTOopax — BijJl (PIHAHCOBUX Ta YPSAOBUX CTPYKTYpP 0 MPOMHUCIOBUX 1 KOMEPILIINHUX
oprasizarfiu.

Ha wMixHapomHiii apeHi CIIOCTEpIraeThCsd IParHeHHs OO0 CTaHaapTH3arii
KpuntorpadiuHux 3aco0i1B, 10 COPUSIE CYMICHOCTI CUCTEM O€3MeKU pi3HUX KpaiH. Taki
opranizailii, sk MixkHapo/iHa opranizaiis 31 cranaaptu3aiii (ISO) ta Hanionansuuii
iHctutyT ctangaptiB 1 texHonorii CHIA (NIST), akTuBHO mpaioOTh HaL
CTBOPEHHSIM HOBHUX CTaHAApPTIB, SKI BPaxoBYIOTh Cy4YacHI 3arpo3u, 30Kpema
MOTEHI[1IIHY HeOe3MeKy KBAaHTOBUX OOUYNCIIEHb.

HamionanbHuit po3BuTOK Kpunrorpadii Takox Habupae obeptiB. B Ykpaini
aKTUBI3YIOTHCSI 3yCHJUISA IIOJI0 CTBOPEHHS BIACHUX CTaHIApTIB Ta HOPMATHUBHUX

JOKYMEHTIB JJIsl pETYJIIOBaHHSI BUKOPUCTAHHS KpUNITOrpadiyHUX 3ac001B.
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Merta 1 3aBaaHHs JOCTIIKeHHSA. METOr0 JOCIKEHHS € aHali3 Ta po3poOka
METO/IIB Ta MOJIeJIeH ISl MiIBUIIIEHHS 3aXUILEHOCT1 aCUMETPUUHHUX KpUNTOrpadiuHux
CUCTEM Ha PEeIIITKaX B1Jl ICHYIOUMX Ta MOTEHUINHUX aTaK.

JI71s1 JOCSITHEHHS! TTOCTaBJIEHOI METH OyJIM PO3B’A3aH1 TaKl OCHOBHI 3ajayi:

1. Bubip ta oOrpyHTyBaHHS MOJeENel peayKilii peuriTok, ki BpaXOBYIOTh
yCl ICHYIOYl BiZIOMOCTI IIOAO MOBEAIHKM Oa3uciB mijg yac penykuii. L{g 3amaga
BKJIIOYaja BCEOIUHMI OIS 1 MOPIBHSHHS PI3HUX MOJENEeH peayKIii pemriTok, sKi
BUKOPHUCTOBYIOTHCS ISl ONTUMI3AIlli 0a3UCIB PEIITOK, 110 € KIIFOYOBUM €JIEMEHTOM Y
O0aratbox KpunrtorpagpiyHux cxemax. OcoOnuBo Oyl0 aKIEHTOBAaHO yBary Ha TaKUX
anroputMmax, ik BKZ (Block Korkine—Zolotarev), siki mupoko 3aCTOCOBYIOTbCS AJIs
penykuii 6a3uciB. IIpoBeaeHuil anami3 M03BOJIMB OOIPYHTYBaTH BUOIp HaWOLIbII
MPUJATHUX MOJIeNIeH peayKIli AJig PI3HUX THUIIIB 3a/1a4 Ha PEIIITKAX Ta BUSBUTHU IXHI
CWJIbHI Ta ci1abki cTopoHu. KpiM TOro, Oyau po3riisiHyTI aCEKTH, 10 BIUIMBAIOThH HA
TOYHICTD 1 €PEKTUBHICTh PEIYKIIii Oa3UCIB.

2. JlocnipKeHHs BIUIMBY MOJIENEH peayKIlli pelliTOK Ha CKJIaIHICTh aTaK Ha
KpuntorpadiuHi TEpPEeTBOPEHHS Ha pENITKaX Ta YJAOCKOHAJIEHHS METOJIUKHU
OI[IHIOBAaHHS KpunrorpadiyHUX MepeTBOpeHb Ha pemriTkax. OcoOnuBa yBara
NpUAUIsIachk mpoliaeMaM, sIKi JiekaTh B OCHOBI MOCTKBAHTOBHUX KpUNTOrpadiuHUX
cxeM: NTRU, LWE, SIS. Ilpoonemu napyanus 3 nomuiakamu (LWE) ta NTRU €
OCHOBOIO 0aratboX Cy4yaCHHMX KpUNTOrpapiuyHux cxem. JlocIiKeHo, SIK pi3Hi MOJAel
PEeYKIIii PENIITOK BIUIMBAIOTh HA CKIIAJIHICTh 1X PO3B’SI3aHHSI, @ TAKOK MIPOAHAIII30BaHO
CTIMKICTh KpuntorpadiuHux cXeM, 1110 0a3yroThcs Ha IuX 3agadax. [Ipobiema manoro
uutourcenbHoro  pimennss (SIS) € kputuuHow Ay CTIMKOCTI  ©aratbox
KpuntorpadiuHuX NpoTOKOMiB. JlochaikeHo, IK 3MiHa MapaMeTPiB PEayKIIil PEIIiTOK
BIUIMBA€E Ha CKJIAAHICTh po3B’si3aHHs SIS, 1 3ampomnoHOBaHO YJIOCKOHAJICHHS ISt
OIIHKK 11 KpunrorpadigHoi CTIMKOCTI. YIOCKOHAjJe€Ha METOJWKA OIIHIOBAaHHS
KpuntorpadiuHuX MEPEeTBOPEHb HA PENIITKAX BPaXxOBY€e OCOOJIMBOCTI IIUX 3ajay, a
TaKO0X BIUIMB PEYyKIIii Ha KIFOUOBI mapamMeTpu CTIUKOCTI Kpunrtorpadiyaux cxem. Le

J03BOJIMJIO MiABUITUTH TOUHICTh MPOTHO3YBAHHS CTIMKOCTI KpUNTOTpaiyHUX CUCTEM
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y KOHTEKCTI iX MOTEHIIHOT Bpa3JIMBOCTI JO aTak KBAaHTOBUX 1 KIACUYHHUX
00YHCITIOBAJILHUX METO/IIB.

3. AHani3 KpunrorpadiyHux MEepEeTBOPEHb Ha pelliTKax B (opMaabHUX
MOJIesIX O€3MeKH, 110 BPaXOBYIOTh MOKJIHMBICTh 3aCTOCYBaHHS KIACUYHUX Ta
KBaHTOBHUX aTak. ¥ MeXax IbOro JOCIIKEHHS OyB NMPOBEACHUI JETATbHUN aHAII3
MEXaHI3My IHKancyJisuii KirodviB, BusHaueHoro B cra”aapti ACTY 8961:2019, 3
ypaxyBaHHSIM CyYaCHUX BHKJIHUKIB y Kpunrorpadii, MOB’s3aHUX 13 KBAaHTOBUMU
oOuuncneHHssMu. OCHOBHY yBary OyJio IPHUAUIEHO OTPUMAaHHIO (DOPMAIILHOTO J10Ka3y
0e3MeKH CXEMHU IHKANCyJIALli KIIYiB y MOJENl KBAaHTOBOI'O BHIIAJIKOBOIO OpaKyJia
(QROM).

4. JlocnipkeHHsT BIUIMBY OOYMCIIEHb 3 IUIaBalOYOK0 TOYKOKO Ha Oe3INeKy
KpunTorpadiuyHUX TEPETBOPEHh Ha pelrTkax. Y paMKax I[bOro JOCIHIIKEHHS
ocoOnMBa yBara MOpUAUISIIAcS  aHalizy KpunoTorpadiuHoi  CTIMKOCTI  CXeM
€JIEKTPOHHOTO miAmucy, 30kpema Falcon — omgHOro 3 MpOBIIHUX KaHIWJATIB IS
CTaHJapTU3allli MOCTKBAHTOBOI Kpunrorpadii. OCHOBHA MeTa IOCIKEHHS MoJisArana
B aHaJI31 MOTEHI[INHUX aTaK Ha OCHOB1 OOYMCIIEHD 3 IIABAIOYOI0 TOUKOIO, SIKI MOXKYTh
OyTH BUKOPHUCTaHI Ji BIAHOBJIEHHS MPUBATHUX KITIOUIB.

VY mepuioMy posauti aucepTauli (Axaniz cyuacHux meHOeHyit y K8aHmMOoB80—
cmiuKii Kpunmoepagii) Ha OCHOBI MPOBEICHOr0 aHaji3y MOKa3aHO, 1[0 PO3BUTOK
KBAaHTOBHUX QJITOPUTMIB OOYMOBIJICHUI JBOMA TE€XHIKAMU — KBAHTOBUM MOIIYKOM Ta
KBAaHTOBOIO BHOIpkoi0 Dyp’e. OOrpyHTOBAHO, 110 KpUNTOrpadis Ha peIITKax €
CTIMKOIO JI0 3aCTOCYBaHHS MMUX TeXHIK. PO3KpUTI BHUMOrd /10 KBAaHTOBO—CTIMKOT
kpunrtorpadii. Po3kpura cyTHICT 10Ka30BOi Oe3neku Ta moaeneit 6e3neku IND-CCA
(Indistinguishability under Adaptive Chosen Chiphertext Attack) mis mexaHni3miB
iHkancyssauii kiouiB Ta EUF-CMA (Existentially unforgeable under adaptive chosen
message attacks) myist enekTpoHHUX mianuciB. HaBeneHo BiIOMOCTI 3 TeOpli PEeIiToK
Ta Teopii KBAaHTOBUX OOUYHCIICHb.

VY npyromy posaini guceprauii (Awaniz ma nopieuanHs mooenei peoyKyii
pewiimok) o0IrpyHTOBaHO, 10 (hakTop EpmiTa Bifirpae Ba)XJIUBY poOJib MPU aHANTI31

Mojienel penykiii pemntok. [IpoBeaeHo cepilo eKCIepUMEHTIB, 10 HAMpaBiIeHI Ha
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BU3HAYCHHS TOYHOCTI ICHYIOUMX AaCHMITOTUYHHUX OLIHOK Qaktopy Epmirta Ha
KpuntorpadiuHo 3HaYyIIUX PO3MIPHOCTAX pemiTok. [lokazaHo, 110 iCTUHHE 3HAUYCHHS
¢dakTtopy Epmita mBHAKO HaOIMXKAETHCA JO AaCUMITOTHUYHHUX OLIHOK 1 Ha
Kpuntorpa@iuHo  3HAYYIIUX  PO3MIPHOCTAX  MOXIJIMBO  BBaXaTh  MOMUIKY
anmpokcumailii ¢aktopy Epmita He3HauHoro. I[IpoBeneHO MOpIBHSUIBHUNM —aHami3
ICHYIOUHUX CUMYJISTOPIB peayKilii peunTok. JJisi MOpIBHSHHS CUMYJISITOPIB IPOBEAECHO
pSAll €KCIIEPUMEHTIB Ha peIIiTKax Manoi po3MipHocTi. [lokazano, 1mo cumynstTop
Anpbpexta—Jli 1ae HallMeHIly CcepeAHbOKBAaApaTHUYHY MOMMIKY Cepel YCIX
cumyisitopiB. st NTRU pemniTok po3KpUTO CYTHICTH PO3PIJIKEHOI MiJPEIITKY.
OtpuMaHo nepuIuii HayKOBUI pe3ynbTaT: Brepiile BUKOHAHO KUIbKICHE MOPIBHSHHS
TOYHOCTI ~ MOJENIeM  peayKiii  pemlToK 13  3aCTOCYBaHHSM  METPHUKHU
cepeaHbOoKBaApaTHYHOi moMuiiku g Mmojenai GSA (Geometric Series Assumption) Ta
CUMYJISITOPIB peaykiii perritok. [lonepenni gocimiikeHHs (OKyCyBalKCs HA SIKICHUX
a00 CyTO TEOpEeTUYHUX OI[IHKaxX SKOCTI poOoTH wmozeneil. OTpumaHl OI[IHKHU
JI03BOJISIFOTh KUIBKICHO OLIIHIOBaTH SIKICTh POOOTH CHUMYJSTOPIB B 3alI€KHOCTI BiJl
MapaMeTpiB PENITOK JJIs OLIHKH 3aXMUIIEHOCTI BiJ] KIIACHYHUX Ta KBAHTOBUX aTakK.

VY tperbomy po3aini aucepraiii (MeToau OLiHKY CKIIAIHOCTI KpUnTorpadiyHux
3a/1a4 3 TeOpii PEuIiToK) HaBeJAeHO Kiacu(iKalliio ICHyIOUHUX aTak Ha Kpunrorpadiui
MEePEeTBOPEHHSI Ha pemniTkax. /(s atak BKJIaJeHHS Ta JEKOJyBaHHS 3allpONOHOBaHA
YAOCKOHAJIEHAa MOJI€JIb OLIHKHM CKJIaJHOCTI aTakH, M0 0a3yeTbCs HA MPOBEACHOMY Y
apyromy po3auni  a”amisi. g atak JAeKOAyBaHHS 3ampOINOHOBAHUI METOJ
BU3HAYCHHSI ONTUMAIbHUX NTapaMEeTPiB aTaku. Y JOCKOHAJIEHO METOJUKY OI[IHIOBAHHS
ckianHocti  kpunrtorpadiunoi 3amadi SIS  (Shortest Integer Solution), 1o
BIJIPI3HSETHCS Bl ICHYIOUMX TUM, IO y JIaHIi METOJUI BPaXxOBYEThCs aireOpaiuHa
CTPYKTypa PENIITOK Mij Yac aHali3y MPOUECIB PEayKIil /s OLIHKA MapaMeTpiB Ta
XapaKTEepUCTUK aTaK Ha IX OCHOBI.

VY derBepromy posaini gucepranii (OLiHKa 3axXUIIEHOCTI  MEXaHi3MiB
IHKANCyJISIi KIIIO4YiB Ha aiareOpaiuHuX peIliTKax) YTOUYHEHO OI[IHKHM 3aXMIIEHOCTI
MexaHi3MiB iHKancyssnii kiodi JICTY 8961:2019 ta Crystals—Kyber. [lokazano, mo

BpaxyBaHHsS CTPYKTypH aireOpaiyHuX pEeNIToK, 3TiIHO 10 METOoAy, 1o OyB
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po3pobaeHnit B po3aiil 3, mae OUIbII OLIHKM O€3MeKH, HiXK KiacudHa mojaenb GSA.
Bnepiie 6yno orpumano y3aranbHenuil qoka3z IND-CCA 6e3nexu nepeTBOpeHb, 110
BUKOPUCTOBYIOTbcS B cranaapti JCTY 8961:2019, y wmoxeni KBaHTOBOTO
BUNaAKOBOro opakyna. [lonmepenni mocmimxenns He BuB4Yainu IND—CCA OGesneky
neperBopenb JJCTY 8961:2019 y mojieni KBaHTOBOT'O BUIIQIKOBOTO OpaKYyJIa.

VY m’stomy posnuti gucepTanii (OLiHKa 3aXUIIEHOCT] eeKTPOHHUX MIMKUCIB Ha
anreOpaiyHUX pEeNITKaX) YTOYHEHO OI[IHKH 3aXUIIEHOCT! €JIEKTPOHHUX MiJIMHUCIB
Falcon ta Crystals—Dilithium. IToka3aHo, 110 BpaxyBaHHSI CTPYKTypH aireOpaiuHux
PEUITOK, 3riAHO A0 METOAY, 110 OyB po3poOieHui B po3auii 3, Jae OUIbIIl OLIHKU
Oesrneku, HixX KiacuuHa mojaenb GSA. Jlns enekrponnoro nianucy Falcon orpumanu
NOJAJBIIMN PO3BUTOK OOIPYHTYBAHHSI OLIHKM aTaKW BIJHOBJIEHHS KIIOYIB, IO
BUKOPHUCTOBYE OOUYMCIIEHHS 3 IJIABAIOYOI0 KPANKOI0, JJI AJITOPUTMIB €JIEKTPOHHOTO
NIJOMCY Ha OCHOBI PEIITOK, M0 A0 3MOTY MIJBHUIIUTU O€3MEKy €JIEeKTPOHHUX
MIAMUCIB HA PEIIiTKaX.

[IpakTuHe 3HAYEHHSI OTPUMAHUX PE3YJIbTATIB MOJSATAaE y TOMY, IO OYJO
YTOYHEHO OIIHKKA Oe3MeKu KpunTorpadiuHuX IMEepeTBOPEHb Ha peIIiTKax, SKi
MIJITBEP/KYIOTh PIBHI CTIHKOCTI KBAaHTOBO—CTIMKUX CTAHAAPTIB EJIEKTPOHHOTO
nianucy (ACTY 9212:2023) Ta mexanizmiB iHkancysmii kiodis (ACTY 8961:2019),
o0 OOIPYHTOBYE iX 3aCTOCYBaHHS SIK HaIllOHAJIBHUX cTaHAapTiB. Po3pobieHo
nporpaMHe 3a0e3MeUYeHHs, SIKe T03BOJISE OLIHIOBATH CKJIAJIHICTh aTaK BKJIAJICHHS Ta
nexkoayBanHs aisg npoosiem LWE ta NTRU nipu mpoiieci npakTUUHOTO OLIHIOBaHHS
0€3MeKn KPUNTOrpapiyHUX TMEePETBOPEHb HA PEIIITKaX, OI[IHIOBATU CKJAJHICTD
npobsiemu SIS 3 BpaxyBaHHSIM CTPYKTYpH PELIITOK Ta MPOBOAUTH MOJEIIIOBAHHS
PEeIYKIIi peliToK.

KuarwuyoBi ciaoBa: mnoctkBaHToBa Kpunrtorpadis, eJeKTpOHHHUM Miamuc,
MEXaHI3MU 1HKamcCyJslii KIIo4iB, aireOpaiuyHi pemniTky, JJdoka3oBa Oe3lieka,
ACMMETPUYHI KPUNTOCUCTEMH, MIU(PPYBaHHS, MOJEINi, KpunrtorpadiuyHi TPUMITHUBH,

KOH(D1ICHIIMHICTb, IIIJTICHICTD, aHAI3 aTak, Ki0epOe3IeKa, KBaHTOBI O0UYHCIICHHS.



ABSTRACT

Kandii S.O0. Methods and models for evaluating the security of lattice—
based asymmetric cryptographic transformations against existing and potential
attacks — Qualification scholarly paper: a manuscript.

Thesis submitted for obtaining the Doctor of Philosophy degree in Information
Technologies, Speciality 125 Computer Science. — V. N. Karazin Kharkiv National
University, Ministry of Education and Science of Ukraine, Kharkiv, 2025.

The dissertation is devoted to solving a relevant problem: the analysis and
development of methods and models to enhance the security of lattice-based
asymmetric cryptographic systems.

The problem is relevant because information security has become one of the key
challenges in the modern digital world, where threats to information security are
constantly increasing. Cryptographic methods form the foundation for ensuring data
confidentiality, integrity, and authenticity. Today’s reality is marked by the active
implementation of cryptographic solutions across various sectors, ranging from
financial and governmental institutions to industrial and commercial organizations.

On the international stage, there is a growing effort to standardize cryptographic
tools, which facilitates the interoperability of security systems across different
countries. Organizations such as the International Organization for Standardization
(ISO) and the U.S. National Institute of Standards and Technology (NIST) are actively
working on developing new standards that address modern threats, including the
potential risks posed by quantum computing.

The national development of cryptography is also gaining momentum. In
Ukraine, efforts are being intensified to establish national standards and regulatory
documents for governing the use of cryptographic tools.

Research Objective and Tasks. The objective of the research is to analyze and
develop methods and models to enhance the security of lattice—based asymmetric
cryptographic systems against existing and potential attacks.

To achieve the stated objective, the following key tasks were addressed:
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1. Selection and justification of lattice reduction models that account for all
known aspects of basis behavior during reduction. This task involved a comprehensive
review and comparison of various lattice reduction models used for optimizing lattice
bases, which are a crucial element in many cryptographic schemes. Special emphasis
was placed on algorithms such as BKZ (Block Korkine—Zolotarev), which are widely
applied for basis reduction. The conducted analysis enabled the justification of the most
suitable reduction models for different types of lattice problems and the identification
of their strengths and weaknesses. Additionally, factors influencing the accuracy and
efficiency of basis reduction were examined.

2. Investigation of the impact of lattice reduction models on the complexity of
attacks against lattice-based cryptographic transformations and enhancement of
evaluation methodologies for such transformations. Special attention was given to
fundamental problems underlying post—quantum cryptographic schemes, including
NTRU, LWE, and SIS. The Learning With Errors (LWE) problem and the NTRU
problem form the foundation of many modern cryptographic schemes. The study
examined how different lattice reduction models influence the complexity of solving
these problems and analyzed the resilience of cryptographic schemes based on them.
The Small Integer Solution (SIS) problem is critical to the security of many
cryptographic protocols. The research investigated how changes in lattice reduction
parameters affect the complexity of solving SIS and proposed improvements for
assessing its cryptographic security. The enhanced evaluation methodology for lattice—
based cryptographic transformations takes into account the specific characteristics of
these problems, as well as the influence of reduction on key security parameters of
cryptographic schemes. This advancement has improved the accuracy of predicting the
resilience of cryptographic systems concerning their potential vulnerabilities to both
quantum and classical computational attack methods.

3. Analysis of lattice—based cryptographic transformations within formal
security models that consider the feasibility of classical and quantum attacks. As part
of this study, a detailed analysis was conducted on the key encapsulation mechanism

specified in the DSTU 8961:2019 standard, taking into account contemporary
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cryptographic challenges related to quantum computing. Special attention was given
to obtaining a formal security proof for the key encapsulation scheme within the
Quantum Random Oracle Model (QROM).

4. Investigation of the impact of floating—point computations on the security of
lattice—based cryptographic transformations. This study focused on analyzing the
cryptographic resilience of digital signature schemes, particularly Falcon, one of the
leading candidates for post—quantum cryptography standardization. The primary
objective was to examine potential floating—point—based attacks that could be exploited
to recover private keys.

In the first chapter of the dissertation (Analysis of Modern Trends in Quantum—
Resistant Cryptography), the conducted analysis demonstrates that the advancement of
quantum algorithms is driven by two key techniques: quantum search and quantum
Fourier sampling. It is substantiated that lattice—based cryptography remains resistant
to these techniques.

The chapter outlines the requirements for quantum-resistant cryptography and
explores the concept of provable security, along with security models such as IND—
CCA (Indistinguishability under Adaptive Chosen Ciphertext Attack) for key
encapsulation mechanisms and EUF-CMA (Existential Unforgeability under Adaptive
Chosen Message Attack) for digital signatures. Additionally, fundamental concepts
from lattice theory and quantum computing theory are presented.

In the second chapter of the dissertation (Analysis and Comparison of Lattice
Reduction Models), it is substantiated that the Hermite factor plays a crucial role in
analyzing lattice reduction models. A series of experiments was conducted to assess
the accuracy of existing asymptotic estimates of the Hermite factor for
cryptographically significant lattice dimensions. The results demonstrate that the true
value of the Hermite factor quickly converges to its asymptotic estimates, and for
cryptographically relevant dimensions, the approximation error can be considered
negligible.

A comparative analysis of existing lattice reduction simulators was performed.

To evaluate these simulators, several experiments were conducted on low—dimensional
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lattices. The findings indicate that the Albrecht—Lee simulator produces the lowest
root—-mean—square error among all tested simulators. For NTRU lattices, the concept
of a sparse sublattice is explored in detail.

First Scientific Contribution: For the first time, a quantitative comparison of the
accuracy of lattice reduction models was performed using the root-mean—square error
metric for both the Geometric Series Assumption (GSA) model and lattice reduction
simulators. Previous studies primarily focused on qualitative or purely theoretical
assessments of model accuracy. The obtained estimates enable a quantitative
evaluation of simulator performance based on lattice parameters, contributing to the
assessment of security against both classical and quantum attacks.

In the third chapter of the dissertation (Methods for Assessing the Complexity
of Cryptographic Problems in Lattice Theory), a classification of existing attacks on
lattice—based cryptographic transformations is provided. For embedding and decoding
attacks, an enhanced complexity assessment model is proposed, based on the analysis
conducted in the second chapter. For decoding attacks, a method for determining
optimal attack parameters is introduced.

Additionally, the evaluation methodology for the complexity of the Shortest
Integer Solution (SIS) problem has been improved. Unlike existing methods, this
approach incorporates the algebraic structure of lattices when analyzing the reduction
processes used to estimate the parameters and characteristics of attacks based on SIS.

In the fourth chapter of the dissertation (Security Assessment of Key
Encapsulation Mechanisms on Algebraic Lattices), the security estimates of the DSTU
8961:2019 and CRYSTALS—Kyber key encapsulation mechanisms were refined.

The findings demonstrate that considering the structure of algebraic lattices,
according to the method developed in Chapter 3, results in higher security estimates
compared to the classical Geometric Series Assumption (GSA) model. First Scientific
Contribution: For the first time, a generalized IND-CCA security proof for
transformations used in DSTU 8961:2019 was obtained within the Quantum Random
Oracle Model (QROM). Previous studies had not explored the IND—CCA security of
DSTU 8961:2019 transformations in the QROM framework.
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In the fifth chapter of the dissertation (Security Assessment of Digital Signatures
on Algebraic Lattices), the security estimates of the Falcon and CRY STALS—Dilithium
digital signature schemes were refined.

The findings demonstrate that considering the structure of algebraic lattices,
according to the method developed in Chapter 3, results in higher security estimates
compared to the classical Geometric Series Assumption (GSA) model.

For the Falcon digital signature scheme, further development was made in
justifying the evaluation of key recovery attacks that utilize floating—point
computations for lattice—based signature algorithms. This advancement has contributed
to enhancing the security of lattice—based digital signatures.

The practical significance of the obtained results lies in the refinement of
security estimates for lattice-based cryptographic transformations, which confirm the
security levels of quantum-—resistant digital signature standards (DSTU 9212:2023) and
key encapsulation mechanisms (DSTU 8961:2019), thereby justifying their adoption
as national standards.

Additionally, software was developed to: assess the complexity of embedding
and decoding attacks for the LWE and NTRU problems in the context of practical
security evaluation of lattice-based cryptographic transformations, evaluate the
complexity of the SIS problem, taking into account lattice structure and simulate lattice
reduction processes for security analysis.

Keywords: post—-quantum cryptography, digital signature, key encapsulation
mechanisms, algebraic lattices, provable security, asymmetric cryptosystems,
encryption, models, cryptographic primitives, confidentiality, integrity, attack analysis,

cybersecurity, quantum computing.



