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3inuenxo O.1. «[IpoTtunis kibepTepopu3My sIK 3arpo3i CydacHii HaIllOHAIbHIH
Oe3neri aep:xkaB €Bpomneiicbkoro periony». — Kpamidikariitna HaykoBa mparisi Ha
paBax pyKOIHCY.

Hucepraiiiss Ha 3700yTTS HAyKOBOTO CTyIeHs JokTopa diutocodii 3a
cnemianpHicTI0O 052 «lomiTonoris». — XapKiBChbKUN HalllOHAIBHUN YHIBEPCHUTET
imeni B.H. Kapasina, Xapkis, 2025.

AKTyaJbHICTh JTHCEpPTALIHHOI pOOOTH MEepeayciM BHU3HAYAEMO JTHHAMIYHUM
PO3BUTKOM 1H(OpPMAIIMHKUX TEXHOJIOTIM 1 riolanizaliero KiOepnpocTopy, IO
CTBOPIOE HOB1 BUKIMKH 1Jisi Oe3neku. Kibeprepopusm — 1ie siBuile, sike HaOyIo
TPAHCHAIIOHAJILHOTO XapakTepy, 1 MacIITaOHICTh HWOro 3pOCTaHHS € MPSIMUM
HACJTIZIKOM  3JIOBKMBAHHS  BIIKPUTICTIO Ta  JIOCTYIHICTIO  TJ00ATbHUX
iH(popmariiinux Mepex. CydacHi BUKIUKUA KiIOepTEpOpU3My MiApUBAIOTH HE JIUIIE
€KOHOMIYHY CTaOUIbHICTh, @ ¥ MOJITUYHY CHUCTEMY JEpKaB, a HOro yaapu
COpsIMOBaHI Ha KPUTHUYHY I1HPPACTPYKTYpPY, YPSAAOBI YCTAaHOBH Ta, HAaBITH,
JEMOKpaTUYHI MPOLECH.

JIns TpOHUKHEHHS B CHUCTEMH, BUKPaJACHHSA KOH(DIACHIINHMX JTaHUX,
MOPYIICHHS POOOTH KPUTUYHO BAXKIMUBUX CIYyXO 1 TIOIIMPEHHS CTpaxy
KiIOEpTEPOPUCTH BUKOPUCTOBYIOTH BPa3IMBOCTI B MPOTrPaMHOMY Ta amapaTHOMY
3a0€3MeUeHH], a TaKOX JIFOJIChKIN ToBeAiHIIl. MOTHBH TaKMX aTak Pi3HOMAaHITHI —
B1J1 17I€0JIOTIYHUX 1 MOJITUYHUX I1JIeH 10 P1HAHCOBOI BUTOJU. ATaKyIOUH KPUTUIHO
BOXJIMBI  00'€eKTH  1HPPACTPYKTYypHU, 30KpeMa  EJIEeKTPOMEpPEkKi, CHUCTEMHU
BOJIOTIOCTAYaHHS, TPAHCHOPTHI MeEpexXi, 3aKiaad OXOPOHH 370pOB's, TOIIO,
Ki0EpTEPOPUCTH MOKYTh BUKIIMKATH IIMPOKOMACIITAOHUN Xa0cC 1 MIAIPBATH AOBIpY
IPOMAJICBKOCTI JI0 YPSAAOBUX 1HCTUTYIIH. Kpim TOro, misiecripsMoOBaHiI aTaku Ha
JIEMOKpaTUYHI TPOIECH, 30KpeMa BHOOpH, 3a JIOMOMOTOI0 JAe3iH(popMaIliifHuX
KaMIlaHi¥, XakepChbKUX aTakK 1 MaHIMYJIALIN 3 JaHUMHU, CTAHOBJISITH MIPSIMY 3arpo3y

JIETITUMHOCTI BJIaJIV 1 BEPXOBEHCTRBY IpaBa.



VY €BporneiicbkoMy perioHi, 1€ CIIOCTepIraeMoO BUCOKHI piBeHb IU(ppoBi3arii
JIEP’)KaBHOTO YIPABIIHHA Ta CYCIUIBHOTO JKUTTS, I 3arpo3a CTae OCOOJIMBO
KPUTUYHOIO. ATaKkH Ha yPsJO0Bl OPraHu, CUCTEMU €HEpPrornocTayaHHsi a00 OXOpOHU
30pOB’sl 3[aTHI Tapaii3yBaTH XUTTS JAEpKaBH Ta CTBOPUTU MIAIPYHTS Ui
MMOJIITUYHOI Aecradim3ari.

BignoBigHo, 030poeHHs  KiOepmpocTopy sSIK  JepKaBHMUMH, Tak 1
HEJCPKABHUMH ~aKTOpaMH MOXKE€ TMPHU3BECTH JI0 €ecKajalli TeOonoJiTUYHOI
HaIPY>KEHOCTI Ta HOBOI epu HU(PPOBUX BiH. OCOOIMBO BaXIJIMBO BIJ3HAUUTH, IO
e(eKTHUBHI KOHTPTEPOPUCTHUYHI CTpaTerii MOBMHHI BpPaxOBYBaTH NPOTAJIMHHU B
3aKOHOJABCTBl, Taki, K BIJICYTHICTh 3arajJbHONPUUHITOrO  BU3HAYEHHS
KibepTepopusmMy 1 poodIeMH TPAaHCKOPAOHHOT FOPUCAMKIII. 3 TTOJITHYHOTO TTOTJISTY
IcHy€ 1oTpeda B OLIbII TICHIN CHIBIIpalll MK KpaiHaMH, a TaK0XX MK JIEp>KaBHUM 1
NPUBATHUM CEKTOpaMU JJisi OOMIHY pO3BIJJaHUMH, TEPEAOBUM JOCBIIOM 1
TeXHIYHUMH pecypcaMu. Y COIMIaJIbHOMY IUJIaHI IJBHINCHHS 0O0I13HAHOCTI
IrPOMAJICBKOCTI MPO KibepOe3neKy 1 PO3BUTOK KyJIbTYpH LU(POBOI CTIMKOCTI €
BOKJIMBUMU JIJI1 3MEHILICHHS JTFOJCHKOI BPA3JIMBOCTI, KO YaCTO KOPUCTYIOTHCS
Ki0epTepopuUCTH.

OTxe, MOXEMO 3a3HAYUTH, IO AKTYaJbHICTh Ii€i TeMH HE OOMEeKeHa
nmpoOeMaMu HaI[lOHAJIbHOI O€3MeKH OKPEMUX JIep)KaB; BOHA CTOCYETHCS MIUPIINX
rJ1I00aJIbBHUX BUKIJIMKIB, TIOB'I3aHUX HacaMmIiepe]] 13 HeCTaOUIBHICTIO 1 BPa3JIMBICTIO
1ppoBoro mpocTopy, sKi, 31 CBOr0 OOKy, MalTh JAICKOCSKHI HACTIAKH IS
MOJIITUYHUX ¥ eKOHOMIYHUX CUCTEM IUIMX PET10HIB Ta 3a X MEXaMHU.

[lepmmii  po3ain aucepraniiHOi POOOTH MPUCBIYECHUN AHATITUYHOMY
pO3IIIAly TEOPETUYHOTO amapary TaKuX TEPMIHOJOTIYHUX KaTeropiil, sk
«K10epTepopu3My», «kibepoesneKkay, «HallloHaIbHa Oe3reKa IepKaBuy.

VY po3aiiai TakoK HAroJIONIEHO Ha HEOOXIMHOCTI 3aXHCTy 1HGOpPMAITHUX
MEpEeX BiJl KibepTepopu3My, a IEPIIOYEPTrOBUM 3aBIaHHSIM BBAXKAEMO (HIKCYyBaHHS
OO0 TEpMiHa Ha 3aKOHOJABUOMY piBHI. 3alpoONOHOBAHO, IMO-TIEpIIIE,
MOJIEpHI3yBaTH HasiBHE B YKPAiHChKOMY 3aKOHOJABCTBI BU3HAUCHHS, a MO-APYTE, 3

OrJIsily Ha MOro akTyaldbHICTh 1 HEOE3MEeKy IbOro SIBUIIA, YBECTH MOHSTTS



«K106epTepopu3M» 0 MPAaBOBOI CUCTEMHU Ha perioHambHOMY piBHI. OKpIM LBOTO,
yepe3 (pparMeHTApHICTh Ta BIACYTHICTh €IMHOTO TEPMIHOJIOTIYHOTO amapary Ha
3arajlbHOEBPOIICUCHKOMY PIBHI BKa3aHO Ha BaXKJIMBOCTI TpaHchopMallii MOHSATTS
«kibepOe3neka». TakuM YMHOM, TTPOAHATI30BaHO HASBHI TOCIIKEHHS 1 JOCATHYTI
pe3yibTaTH, yKa3aHO Ha MPOTaJIMHU ¥ TUCKYCIiHI MOMEHTH, ChOPMYIHLOBAHO HOBE
PO3YMIHHS MOHATTS «KIOEpTEpOpU3MY» SIK MOJTITUYHOTO KOHIIETITY. 3BaXKalOUM Ha
YTOYHEHHSI BUSHAYEHHS MOHATTS «KibepOe3neka» Ta, BIAMOBIAHO, (pOpMyITIOBaHHS
QIbTEPHATUBHOIO MIAXOAY, HAJaHO PEKOMEHJalli 00 BJOCKOHAJICHHS
HaIllOHAJIBHOI TOJITUKM YKpaiHu 3 KibepOe3neku. Imerbcs, 30kpemMa, mpo
3alpOBAPKCHHST HOBUX TMOJITUYHUX KOHIEIMINN, TakuxX, K «KiOepcoliliaibHa
ajganTalis» Ta «kiOepiMyHiTeT». I[HHOBaIiiiHI TiAX0oAM 10 KiOepOe3neku
3a0€3MeuyloTh KOMIUIEKCHI TapaHTii HallOHAJIBHUX I1HTEPECIB y LHUPPOBOMY
npocTopi. s hopMyBaHHS CyCHIJIBHOTO IMYHITETY, 3aTHOTO TTOM'SKIITUTH 3TYOH1
HACIIKK KiOepTepopu3My, KOHIICIIS «KIOEpHETUYHOTO IMYHITETY» mepeadadae
OJIHOYACHE 3aCTOCYBAHHS MOJITUYHUX 1 COLIAJIBHUX IHCTPYMEHTIB. BoaHouac
«kibepcollianpHa  ajanTalfis»  CTOCYEThCS  COILIOKYJIBTYPHMX  ACIEKTIB
Ki0epOe3neKkn, 10 BH3HAYa€E HEOOXIAHICTh JUIsl CYCHUIBCTB PO3BUBATHCS 1
aJanTyBaTUCS 0 BUKJIMKIB, MOB'SI3aHUX 13 IIU(POBOIO €MOXO0I0; B KYJIBTYPHOMY 1
COILIIAJIBHOMY BUMIipax.

Y JOoCHiIKeHHI TaKOoX aKIIEHTOBAHO Ha BaXKJIMBOCTI MIKIAUCIUILIIHAPHO1
METO/I0JIOT11, TApMOHI3aIlii MPaBOBUX MIAXOAIB Ta MI>XHAPOIHOTO CITIBPOOITHHUIITBA
B 00poTh01 3 KkibeprepopusmMoM. Kimro4oBMMU pEKOMEHIAIISIMH € CTBOPEHHS
CIeliajli30BaHUX HalllOHAJIBHUX MiAPO3JIUIIB KIOepIOomiIli, MOACpHI3allisl HAsBHUX
CTparterii KibepOe3meKkru Ta BIPOBAKEHHS CHUCTEM IMPOAKTUBHOTO MOHITOPHHTY
KpUTUYHOi 1HppacTpykTypu. Kpim TOro, y AOCHiIPKEHHI 3alpONOHOBAHO
3aMmpoBaUTH TIOCANy «KiOep-oMOy/IcMeHa», 3aBJaHHSIM SIKOTO € BiJCTOIOBaHHS
JIep’)KaBHUX 1HTEPECIB, 3aXWCT TMpaB TPOMAJASH Ta 3a0e3leueHHs CBOOOJ y
uppoBoMy POCTOPI.

Jpyruii po3aia mpUCBSYSHO aHai3y KOMIUJIEKCHOI CUCTEMHU 3a0e3TMeUCHHS

KibepOe3nekn B Jiep)KaBaX €BPOINEHCHKOTO PErioHy, SIKI MalOTh BUCOKWU PIBEHb



3aXUIICHOCTI BiA pI3HOrO TUMy KiOepaTak. BuBYeHHS OOCBiAy OKpeMHX KpaiH
pETiOHY 103BOJISIE BU3HAYUTH KIIOYOBI MOMEHTH, SIKI MalOTh OyTH BBEJICHI B
CUCTEMY 3axXHUCTy KiOepmpocTopy YKpaiHH, 10 JOTMOMOKE MPOTUIATA HOBHUM
ki0ep3arpo3aM peaizoByBaTH HHU3KY HEOOXITHHX pedopM, CIpPSIMOBAHUX Ha
3MIIHEHHS IPaBOBOi, IHCTUTYIIMHOT Ta CTPATET1YHOI MOJITUYHOT CUCTEM.

ABTOp BHU3Hayae, [0 YMHHA HOPMATHUBHO-TIpaBOBa 0a3za XapaKTepHU3yeTbCs
¢dbparmMeHTapHiCTIO Ta HEe()EKTUBHICTIO, a 1€ MEePEIIKoKae (OPMYBaAHHIO €IMHOT
HaIllOHAJIBHOI CcTpaTerii, 34aTHOT MPOTUCTOSATH BUTOHYEHIM KiOEPTEpOPUCTUUHIN
JISIIBHOCTI. Y CBOEMY JIOCHIKEHHI aBTOpP MPOIOHYE 3a JOMOMOTO0 1HTerparii
NPUHIUIIB 3a0e3neueHHs KiOepOe3neku B OUIbII MOCIIJOBHY Ta BCEOCSIKHY
3aKOHO/IaBUYy CTPYKTYpPY HEPErIIHYTH Ta TapMOHI3yBaTH 3aCTapiii IPaBOB1 HOPMHU.
Hacamnepen; miakpeciieHo Ha HEOOX1THOCTI PO3MIMPEHHS HALIOHAJIBHOI CTpaTerii
KibepOesnekn YKpaiHM 3 ypaxyBaHHSIM CYYaCHUX BHUKIHMKIB BIJAMOBITHO O
OHOBJICHUX MD>KHAPOIHUX CTAHAAPTIB 1 FEOMOTITUYHHUX peaiiil. 3 METOIO OCUIICHHS
poJil B KOOpPJAMHALII HAIIOHAJIBHOI TOJITUKU KIOEP3aXxUCTy TaKOoX HOTpedye
pebopmyBanas CERT-UA (ypsgoBa KoMaHJa pearyBaHHS Ha KOMIT IOTE€pHI
HaJ3BHYaliHI MOl YKpaiHu). Y TakuX KPUTUYHO BAXKIMBUX cepax, IK OXOpOHa
3I0pOB'sl, EHEPreTHKa, JepKaBHE YIMPaBIIHHA Ta EJIEKTPOHHI KOMYHIKAIlli,
MIPOTIOHYEMO CEKTOPAIbHHUM MIiAX1M, KUK ISl BUPIIICHHS MPO0OJIeM 3a0e3neUeHHs
kibepOesnekn rmnepeAadavae CTBOPEHHsA  coemiaiaizoBaHux — miarpym. Taka
PECTPYKTYpH3aIlisi Ma€ Ha METI IMIJBUIIUTH €(EKTUBHICTb Ta PE3yJIbTAaTUBHICTH
3ycusib  YKpaiHu y cdepi kibepOesmneku, 3a0e3MeUMBIIN  IUICCIIPSIMOBAHE
pearyBaHHsl Ha rajigy3eBl 3arpo3d ¥ YKpIMUBIIK 3arajibHy CTIMKICTh HU(PPOBOI
1H(}pacTpyKTypH KpaiHu.

Kpim Toro, 3 MmeTo10 1HTErpallii Kibeprepoprs3mMy B MOr0 ONepaTUBHUI MaHIAT
aBTOp B CBOEMY JIOCII/DKCHHI aKIEHTYe Ha BaXJIMBOCTI TpaHchopmarrii
AHTUTEPOPUCTUYHOTO IIEHTPY VYKpaiHu. 30cepeKeHnid Hapasi Ha (I3UIHHX
acmieKTax Tepopu3My, ILIEHTp Yy MekaX CHUCTEMH pearyBaHHsS TIIOBHHEH
NEPETBOPUTUCA HA €JIMHE BIJIOMCTBO, 3/JaTHE MPOTHAIATH K (I3UUHUM, TaK 1

kibep3arpo3am. Taka Tpancdopmallis HE JIMIIE MOCUIWTh BHYTPIIIHIO Oe€3MeKy



VYkpainu, a i miABUIIUTS i1 poib y GOopMyBaHHI MI>KHAPOJIHOI MOJIITUKH OE3MEKH.
BukopuCTOBYIOUH CBil BEJIMKHM JOCBIT y TPOTUAII TIOPUIHUM 3arpo3aM, 0COOJIUBO
3 0oky Pocii, Ykpaina moxxe 3poOUTH YHIKaJIbHUM BHECOK y IJ100aJIbHI 3yCUIUIS 3
kiOepOe3mexu. llelt cTpareriunuii 3cyB BIAMNOBIA€ MIMPIIAM IUISIM Y KpaiHH,
30KpemMa BeTymy 110 €Bporneiicbkoro Corozy Ta HATO, ockisibku 001IB1 Oprasizaiiii
HAJAI0Th KibepOesmneli BaXXJIMBOr0 3HAUEHHS Y CBOEMY MOPSIKY JCHHOMY.

BinmoBigai pegopmu HeoOximHi Ans mepexoay YKpaiHu Big OOOpPOHHOT
MO3UINT O aKTUBHOI y4YacTi B TJ0OQJIbHUX I1HIIIaTUBaX 3 KiOepOe3MeKHy.
MonepHi3yBaBIIM MNpPaBOBY 0azy, peCTPYKTYypU3yBaBUIM KIIOYOBI IHCTUTYII Ta
NOCWIMBIIKA POJb IHTErpalii NpoTHAll KiOepTepopu3My 10 cTparerii Oe3mekxw,
VYkpaina Moke MOCUIIMTH CBOIO CTIAKICTh 710 U pOoBUX 3arpo3. Taki 3MiHU HE JHIIIE
3MIIHATh HalllOHAIBHY O€3IeKy, aje W MO3UIIOHYBATUMYTh YKpaiHy K IIIHHOTO
napTHepa B MDKHApOJAHUX 3YCHIUIAX 13 O0poThOM 3 KiGep3arpo3amMu, TUM CaMUM
HIATPUMYIOUH ii IHTETPAIiI0 B PEriOHaNIbHI Ta MIXXHAPOIHI O€3MEKOB1 CTPYKTYPH.

3 MeTo10 3a0€3MeUeHHsl 3aXUCTy B LIM(PPOBOMY CEPEIOBUIII Ta M1JBUILEHHS
00I3HAHOCTI CyCHJIbCTBA po3poOsieHa aBTOpoM «HarmionansHa mporpama
KiOepoCBITU» ¥ JOBeneHa 1i HeOOX1IHICTh. [hes 1bOro MpOEKTy BUHUKAE HA Tl
«KaJpOBOTO TOJIOAY» uepe3 BiiiHy. bpak mpaliiBHHKIB criocTepiraBcs 1 B cdepi
Ki0ep3axucTy, OCKUIBKM 3HAYHUNA MacuB Jitojiei OyB moOinizoBanuit 10 naB 3CY,
BEJIMKA KIJIbKICTh HACEeJEHHs TaKoX 3MylleHa Oyna emirpyBatu. lIporpama
po3paxoBaHa Ha CIHEIlaji30BaHl HampsMKu mpodeciit, Akl HEOOXIAHI s
3a0e3nedeHHs] (PyHKIIIOHYBaHHS KPUTUYHUX OO €KTIB JEP’KaBH, 1 MATUME OKpEMIi
IJIaHW, 30PIEHTOBAHI /JI1 HaBYaHHS MEIWYHUX TNPAIIBHUKIB, ()IHAHCHCTIB Ta
eKOHOMICTIB, MpAalliBHUKIB €HEPreTUKH, HAYKOBIIB, JEp>KaBHUX CIIYyXOOBIIB Ta
fopuctiB. KokeH HampsiM mMaTMME OKpeMi BapiaHTH MiJATOTOBKH Ta OTPUMAaHHS
3HaHb, HEOOXIMHMX caMe I AISUTBHOCTI OKpeMux (axiBIiB. 3 OMIsAIy Ha IIe
BBA)XAEMO, III0 TaKa MporpaMa JacTh KOXXHOMY MpodecioHaly TOYHI 3HAHHS,
HEOOXITHI g HahWOuibll  edekTuBHOI poboT B LUPpoBOMY poOOYOMY

CEpEIOBUIIT.



Y TperboMy pO3AUTI AOCHIAHMIIBKA yBara 30CEpeKeHa Ha TOMY, fK
noBHoMaciITaOHe BToprueHHs Pocii y 2022 potii 3MIHWAJIO TOJTITHYHUN JaHAmadT
VYKkpainu Ta CTBOPWIIO 3HAYHI BUKJIMKU O€3Mell €BpONEHChKUX JepkKaB, 30Kpema i
aKIICHTOBAHO Ha EBOJIIOIIIO 3arpo3 y KibepmpocTtopi. YKpaiHa cTajia TOJOBHOIO
MIIIEHHIO POCIMChKHUX KibepaTak, SKi CEepHO3HO MOPYIIUIN POOOTYy JepKaBHHUX 1
NPUBATHUX YCTAHOB, KPUTHUYHO BAXJIMBUX O0'€KTIB 1HPPACTPYKTYypU Ta
HAI[IOHAJTFHUX CUCTEM 3B's3Ky. L{i kibep3arpo3u MaroTh HE JIMIIE MPsSMI HACHIIKU
s YKpaiHu, ajge W CTBOPIOIOTH OIOCEPEIKOBaHI PHU3MKU JIJI €BPOIECHCHKOI
Oe3MeKH 3 ypaxyBaHHSIM CTPATErivyHOI poyl YKpaiHU SIK T€ONOJIITUYHOro Oydepa
Mk Pociero Ta €Bporioro.

OTxe, yBara HacamIepes] akLieHTOBaHa Ha MOJIITUYHOMY CKJIaIHUKY BKa3aHO1
npobiemu. KoHKpeTHHIA BIJIMB KiOepaTak Ha KPUTUUHY 1HPPACTPYKTYypy YKpaiHu
OyJlo PpO3MISIHYTO 3 OCOOJMBMM aKLEHTOM Ha JBOX KIIOYOBHX CEKTOpax:
CHepreTUyHIN 1HPACTPYKTYpl Ta CHUCTEMI €IEKTPOHHOI OXOpoHH 310poB's. Lli
CEKTOPH BH3HAYEH1 aBTOPOM SIK )KMTTEBO BaXJMBI I (DYHKIIOHYBAHHS JE€pP>KaBU
Ta 0COOJMBO Bpa3JIMBi 0 Kid0ep3arpo3. AHANI3yI0Ul BUKJIMKHY B ITUX cepax Ta iXHIO
BPa3JIMBICTh, PE3yJIbTaTH MOCIIHPKEHHS MOXYTh CTaTH BHECKOM Yy TOCHJICHHS
3ax0/11B KibepOesneku B YKpaiHi Ta, sIK HACH1J0K, 3MIITHUTH 3arajibHy apXiTEKTypy
oe3mneku B €Bpori.

Y  KOHTEKCTI sn1epHOi 1H(PACTPYKTYpU JOCHIIKEHHS  MiAKPECIIOE
HEOOX1THICTh MEePEOBUX 3aXUCHUX 3aXO/I1B JIJIsl TOM’SIKIIEHHS PU3HKIB KidepaTaxk,
Kl MOXYTh MaTH KartacTpodiuHl Hacmiaku. HarosomeHo Ha BaXKJIMBOCTI
BCTAHOBJICHHS Ta 3aKPIIUICHHS KOHLEMIIIT «sepHO1 KibepOe3neku» B MI>KHApOIHO-
IPaBOBOMY TIOJIi, SIKa Ma€ BEJIMKE CTpATEriuHe 3HAUCHHA AJisl YKpaiHu Ta €BpoIu.
3axXuCT SANEpPHUX YCTAaHOBOK TPEJACTABICHMN SK TEXHIYHA Ta TMOJITHYHA
HEOOX1HICTh, 110 BUMArae CIJIbHUX 3yCHJIb JIEpKaB, MDKHAPOIHUX OpraHizamii i
HAyKOBOTO CITIBTOBAPUCTBA I €(PEKTUBHOTO BUPIMICHHS CYYaCHUX BUKIUKIB
Oe3neku. AHaNI3ylOUM MOTOYHUN CTaH KiOepOe3neKH EeJNEeKTPOHHOI OXOPOHH
30pOB’sl B YKpaiHl Ta MOPIBHIOIOYH HOTO 3 MPAKTUKOIO B OKPEMHUX €BPOIMEHCHKUX

KpaTHaX, BHU3HAYAEMO KJIIOYOBI BpaSJII/IBi MiCHH Ta HallpsAMH JI1 ITOKpallCHHA.



HaronomeHo Ha BaXJIMBOCTI BIIPOBAIKEHHS MEPEIOBOT0 MI>KHAPOIHOTO TOCBIAY
Ta PO3POOJICHHS HAJIWHOI 3aKOHOJABYOi 0a3W IJisi TOCWIICHHS KiOepOe3meku B
CEKTOP1 OXOPOHH 370POB’Sl.

3arajoM BH3HAYEHO B3a€MOIIOB’SI3aHUIN XapaKTep BHKIMKIB KiOepOesmeri B
KPUTUYHO BaXKIMBHX CEKTOpaXx 1 BKa3aHO Ha MOTpedy CKOOPAMHOBAHOTO
0arato014HOrO MiAXOAY JUIsl TIOCHJICHHS CTIMKOCTI YKpaiHM NpoTH Kibep3arpos.
Bupimenns nux npobiemM J0moMOoKe TaKOK 3pOOUTH BHECOK y HMIMPIINM JUCKYPC
PO HAIIOHAJIBHY Ta PET10HAJIbHY OE3IEeKY B CBITI, III0 BCE OLIbIIE ITU(PPOBIZYETHCH.

Y pobGoTi miAKpecieHo, MmO B enoxy nudpoBizalii BaXIUBOIO €
B3a€MOIIOB'SI3aHICTh HAI[IOHANFHOI Ta PETIOHANBHOI OE3MeKH, a TaKOXK JOBeIeHa
HEOOXIJTHICTh CKOOPJAMHOBAHOTO TMIAXOAy JO PpO3B’si3aHHA OaratorpaHHUX
BUKJIMKIB, TIOB'S3aHUX 13 K1I0E€PBIITHOIO.

VY nucepTariiftHoMy JTOCTIKEHH] 3aIpOIIOHOBAHO aTbTEPHATUBHUM ITiIX1]T 10
BU3HAYCHHS MOHATTS «KiOepTepopu3M». 3BaXKalouu Ha 1€, aBTOPOM OOIPYHTOBaHA
HEOOXIJHICTh IMOCYTHBOI'O PErYJIIOBAHHS €BPOIEUCHKOTO 3aKOHOJABCTBA MO0
edeKkTUBHOI MPOTHUIIi akTaM KibepTepopusmy. Crimparounuch Ha OTpUMaH1 B YKpaiHi
YPOKH, aBTOP HATOJIONIYE HAa BAKJIMBOCTI BCTAHOBJICHHS €BPONEHCHKIX CTAaHAAPTIB
MPOTU/IIT KIOEPTEPOPHU3MY, @ TAKOK BUSIBIISIE MPOTAIIMHUA B HUHIIIHBOMY BU3HAYEHH1
MOHSATTS «KiOepOe3reka», He0OX1THOCTI pehopMyBaHHSI YUHHOTO YKPAiHCHKOTO Ta
€BPOIEUCHKOr0 3aKOHOAABCTBA 3 METOK MNPOTUAIl HOBHUM BHUKJIUKaM. ABTOD
MIPOTIOHYE UIIXU BJOCKOHAJICHHS TTOJITUKY K10epOe3neku Y KpaiHu, OJJHUM 13 STKUX
€ CTBOpPEHHsI Tocaau «Kibep-oMOyjacMeHa». ABTOp BBOJUTHL HOBI COIlIAJIBHO-
MOJIITUYHI KOHIIEMIII1, TaKl, sIK «KiOepcollianbHa aJanTalis» Ta «Ki0epiIMyHITET», SIK1
€ JKUTTEBO BOXKJIMBUMH JJIs1 3MIIIHEHHS KiOepOe3neku. Kpim Toro, y mociimkeHHi
aKIIEHTOBAaHO Ha HEOOXIAHOCTI YHI()IKOBAaHUX MPABOBUX MIAXOIIB 1 MOCHIJICHHS
MDKHAPOIHOTO CIiBPOOITHUIITBA.

3BepHEHA yBara Ha COPHUYMHEHY BIHHOIO Ta MIrpalfi€o mpobdieMy KajapoBOro
roJiofy, 30KpeMa Opak eKCIepTiB 3 KibepOe3neku. 3 orisiiy Ha 1€ 3aporoOHOBAaHO
creliani3oBany KiOepocBiTy i pisHMX mpodeciii «HarionansHa mporpama

miaAroToBku ¢axiBiiB 3 KiOepOe3neku». Y TEKCTI JaucepraiiiiHoi poOoTu



HAroJIONMEHO Ha HEOOXIMHOCTI peopMyBaHHS IHCTHTYIIMHHUX CTPYKTYp, IO
rapaHTyIoTh KibepOesneKky YKpainu, TOCHICHHS KOOPIMHAIIIT B TAKHX CEKTOPAX, SIK
OXOpOHa 3/I0pPOB'Sl, €HEpPreTvka, MPaBOOXOPOHHI OpraHu Ta EJIEKTPOHHI
KOMYHIKaIlii, JeTalbHO OOrOBOPEHO BaXJMBICTh 3abe3meueHHs KibepOesmeku
AJIepHOi cpepu Ta CUCTEMHU EJIEKTPOHHOI OXOPOHHU 3/10POB's.

Hacamxkinens a1t epektuBHOT OOPOTHOM 3 KIOEPTEPOPHU3MOM HATOJIOITYEMO
Ha HEOOX1THOCTI PeTyJIIOBaHHS Ta BIOCKOHAJICHHS 3aKOHOJIABCTBA ¥ MIKHAPOIHOT
criBmpari. Y aucepTalii 3amporoHOBaHI PEKOMEHJAIll I0JI0 BIOCKOHAJICHHS
NoMTUKK YKpainu y cdepi kibepOe3neku, BKIIOYHO 31 CTBOPEHHSIM HOBHX
THCTUTYLIH Ta pehOpMyBaHHIM HasBHUX. Y Ka3aHO Ha BayKJIMBOCTI 3aIIPOBAKEHHS
KOHIICTITIB  «siaepHOi KiOepOesmeku» Ta «kidepOesneku eHealthy, Hamano
JeTali30BaHl  MPOMO3MIi 100 pePOpMyBaHHS  BIANOBIAHUX cdep Y
3aMpONOHOBAHOMY TOPAJIKY ISl Y KpaiHu.

KirouoBi cinoBa: akmusHi 3axoou, OepaicasHa noximuxka 8 cgepi
Kibepbe3neku, 2iopuoHa GIUHA, 308HIWHS NOJIMUKA, KIDepmepopusm, MexaHizmu
Pe2IOHANbHO20 YNPABNIHHA, NOJIMUYHA aoanmayis, NONMUYHA IHmMme2payis,

ROJIIMUYHI IHCIUMYMU, C8IMOBUL NOPSIOOK, CYBEpeHimen 0epiHCAsU.



ABSTRACT

Dissertation for the degree of Doctor of Philosophy in the speciality 052 —
Political Science. V. N. Karazin Kharkiv National University, Kharkiv Ukraine,
2025.

The relevance of this dissertation is primarily determined by the dynamic
development of information technology and cyberspace globalisation, which creates
new security challenges. Cyberterrorism is a phenomenon that has become
transnational, and the scale of its growth is a direct consequence of the abuse of the
global information networks openness and accessibility. The current challenges of
cyberterrorism undermine not only economic stability but also the political system
of states, and its attacks target critical infrastructure, government institutions and
even democratic processes.

Cyberterrorists exploit vulnerabilities in software, hardware and human

behavior to infiltrate systems, steal confidential data, disrupt critical services and
spread fear. The motives for such attacks vary from ideological and political goals
to financial gain. By attacking critical infrastructure, such as power grids, water
supply systems, transport networks, healthcare facilities, etc., cyberterrorists can
cause widespread chaos and undermine public confidence in government
institutions. In addition, targeted attacks on democratic processes, including
elections, through disinformation campaigns, hacking and data manipulation, pose a
direct threat to the legitimacy of government and the rule of law.
In the European region, where we observe a high level of digitalization of public
administration and public life, this threat is particularly critical. Attacks on
government agencies, energy supply or healthcare systems can paralyze the life of a
state and create the basis for political destabilization.

Consequently, the weaponization of cyberspace by both state and non-state
actors could escalate geopolitical tensions and usher in a new era of digital warfare.
Notably, effective counterterrorism strategies have to address legislative gaps,
including the absence of a universally accepted definition of cyberterrorism and

challenges related to cross-border jurisdiction. Politically, closer international



cooperation — between states as well as public and private sectors — is essential to
facilitate intelligence sharing, best practices, and technical resource allocation.

At the social level, raising public awareness of cybersecurity and digital
resilience culture developing are important to reduce the human vulnerabilities that
cyberterrorists often exploit.

Thus, we can note that the relevance of this topic is not limited to the
individual states’ national security problems, however it concerns broader global
challenges related primarily to the digital space instability and vulnerability, which,
in turn, have far — reaching consequences for the political and economic systems of
entire regions and beyond.

The first chapter of the thesis is devoted to an analytical consideration of the
theoretical apparatus of such terminological categories as «cyberterrorismy,
«cybersecurity», «state’s national security». This chapter also emphasizes the
necessity to protect information networks from cyberterattacks, and the primary task
IS to fix the term «cyberterrorism» by decree, moreover, some policy
recommendations are given. Firstly, modernization of the existing cyberterrorism
definition in Ukrainian legislation is put forward. Secondly, taking into account this
phenomenon’s relevance and danger it's come up with introducing the concept of
«cyberterrorism» into the regional governance system. Besides, due to the
fragmentarity and lack of a single European terminological apparatus, the author
points the way to the importance of «cybersecurity» concept transforming. Thus, it
is reviewed the existing research and the results achieved, points out the gaps and
discussion points, and formulates a new insight into the «cyberterrorism» as a
political concept. To improve the Ukrainian national cybersecurity policy,
recommendations are provided in compliance with the clarified definition of
«cybersecurity» and, accordingly, the formulation of an alternative approach.
Particularly, this includes the introduction of new political concepts such as
«cybersocial adaptation» and «cyberimmunity». Innovative approaches to
cybersecurity provide comprehensive guarantees of national interests in the digital

space. To build the community immunity capable of mitigating the harmful effects



of cyberterrorism, the concept of «cyberimmunity» involves the simultaneous usage
of political and social tools. At the same time, «cybersocial adaptation» refers to the
cybersecurity sociocultural dimensions, which determines the need for societies to
develop and adapt to the challenges of the digital age in the cultural and social areas.

The research also emphasizes the importance of a multidimensional
methodology, harmonization of legal approaches and international cooperation
within combating cyberterrorism. The major recommendations include the dedicated
national cyberpolice units establishing, existing cybersecurity strategies updating,
and the introduction of proactive monitoring systems for critical infrastructure. In
addition, the study proposes to introduce the position of a «cyberombudsmany
whose task is to defend state interests, protect citizens' rights and freedoms in the
digital space.

The second chapter is devoted to the analysis of the comprehensive
cybersecurity system in the European region countries, which have a high protection
level against full range of cyberattacks. The study of the individual countries
experience allows us to identify the key issues that should be introduced into the of
Ukrainian cyberspace protection system in, which will help counter new cyber
threats and implement a number of necessary reforms aimed at strengthening the
legal, institutional and strategic political systems.

The author identifies that the current legal framework is fragmented and
inefficient, which hinders the formation of a unified national strategy capable of
countering sophisticated cyber-terrorist activities. In his study, the author proposes
to revise and harmonize outdated legal provisions by integrating cybersecurity
principles into a more consistent and comprehensive legislative framework. First of
all, the author emphasizes the need to expand Ukraine's national cybersecurity
strategy to take into account current challenges in line with updated international
standards and geopolitical realities. In order to strengthen its role in coordinating
national cyber defense policy, CERT-UA (the government's Computer Emergency
Response Team) also needs to be reformed. In such critical areas as healthcare,

energy, public administration and electronic communications, we propose a sectoral



approach that involves the creation of specialized subgroups to address
cybersecurity issues. This restructuring aims to increase the efficiency and
effectiveness of Ukraine's cybersecurity efforts by ensuring a targeted response to
sectoral threats and strengthening the overall resilience of the country's digital
infrastructure.

In addition, in order to integrate cyberterrorism into its operational mandate,
the author emphasizes the importance of transforming the Anti-Terrorist Centre of
Ukraine. Currently focused on the physical aspects of terrorism, the Centre should
be transformed into a single agency within the response system capable of
countering both physical and cyber threats. Such a transformation would not only
strengthen Ukraine's internal security, but also enhance its role in shaping
international security policy. By leveraging its extensive experience in countering
hybrid threats, especially from Russia, Ukraine can make a unique contribution to
global cybersecurity efforts. This strategic shift is in line with Ukraine's broader
goals, including accession to the European Union and NATO, as both organizations’
place cybersecurity high on their agendas.

Relevant reforms are needed to move Ukraine from a defensive position to
active participation in global cybersecurity initiatives. By modernising its legal
framework, restructuring key institutions, and strengthening the role of integrating
countering cyberterrorism into its security strategy, Ukraine can enhance its
resilience to digital threats. Such changes will not only strengthen national security,
but also position Ukraine as a valuable partner in international efforts to combat
cyber threats, thereby supporting its integration into regional and international
security structures.

In order to ensure protection in the digital environment and raise public
awareness, the author developed the National Cyber Education Program and proved
its necessity. The idea of this project emerged against the backdrop of a «staff
shortage» due to the war. There was a shortage of employees in the field of cyber
defense, as a significant number of people were mobilized into the Armed Forces,

and a large number of people were also forced to emigrate. This program is designed



for specialised professions that are necessary to ensure the functioning of critical
state facilities, and will have separate plans for training medical professionals,
financiers and economists, energy workers, scientists, civil servants and lawyers.
Each area will have separate options for training and obtaining the knowledge
necessary for the activities of individual specialists. We believe that such a program
will provide each professional with the precise knowledge necessary to work most
effectively in the digital work environment.

The third section focuses on how Russia's full-scale invasion of Ukraine in
2022 changed the political landscape of Ukraine and created significant security
challenges for European states, including the evolution of threats in cyberspace.
Ukraine has become the main target of Russian cyberattacks, which have seriously
disrupted the operation of public and private institutions, critical infrastructure and
national communications systems. These cyber threats not only have direct
consequences for Ukraine, but also pose indirect risks to European security, given
Ukraine's strategic role as a geopolitical buffer between Russia and Europe.

Thus, attention is primarily focused on the political component of this
problem. The specific impact of cyberattacks on Ukraine's critical infrastructure is
examined with a particular focus on two key sectors: energy infrastructure and
eHealth. The author identifies these sectors as vital to the functioning of the state
and particularly vulnerable to cyber threats. By analyzing the challenges in these
sectors and their vulnerabilities, the results of the study can contribute to
strengthening cybersecurity measures in Ukraine and, as a result, strengthen the
overall security architecture in Europe.

In the context of nuclear infrastructure, the study emphasizes the need for
advanced protective measures to mitigate the risks of cyberattacks that could have
catastrophic consequences. The importance of establishing and enshrining the
concept of ‘nuclear cybersecurity’ in the international legal framework, which is of
great strategic importance for Ukraine and Europe, is emphasized. The protection of
nuclear facilities is presented as a technical and political necessity that requires joint

efforts of states, international organizations and the scientific community to



effectively address current security challenges. By analyzing the current state of
eHealth cybersecurity in Ukraine and comparing it with the practice in selected
European countries, we identify key vulnerabilities and areas for improvement. The
importance of implementing international best practices and developing a robust
legislative framework to strengthen cybersecurity in the healthcare sector is
emphasized.

Overall, the paper identifies the interconnected nature of cybersecurity
challenges in critical sectors and points to the need for a coordinated multilateral
approach to strengthen Ukraine's resilience against cyber threats. Addressing these
challenges will also help contribute to the broader discourse on national and regional
security in an increasingly digitalized world.

The paper emphasizes the importance of the interconnectedness of national
and regional security in the digital age, and proves the need for a coordinated
approach to addressing the multifaceted challenges posed by cyber warfare.

The dissertation study proposes an alternative approach to the definition of
the concept of «cyberterrorismy. In view of this, the author substantiates the need
for existing regulation of European legislation on effective counteraction to acts of
cyberterrorism. Based on the lessons learnt in Ukraine, the author emphasizes the
importance of establishing European standards for countering cyberterrorism, and
also identifies gaps in the current definition of the concept of ‘cybersecurity’ and the
need to reform the current Ukrainian and European legislation in order to counter
new challenges. The author suggests ways to improve Ukraine's cybersecurity
policy, one of which is to create a ‘cyber ombudsman’. The author introduces new
socio-political concepts, such as «cybersocial adaptation» and «cyber immunity»,
which are vital for strengthening cybersecurity. In addition, the study emphasizes
the need for unified legal approaches and enhanced international cooperation.

Attention is drawn to the problem of staff shortages caused by war and
migration, including the lack of cybersecurity experts. In view of this, the author
proposes a specialized cyber education for various professions called the National

Cybersecurity Training Program. The text of the thesis emphasizes the need to



reform the institutional structures that guarantee Ukraine's cybersecurity, strengthen
coordination in sectors such as healthcare, energy, law enforcement and electronic
communications, and discusses in detail the importance of ensuring cybersecurity in
the nuclear sector and the eHealth system.

Finally, in order to effectively combat cyberterrorism, we prioritize the need
to regulate and improve legislation and international cooperation. The thesis offers
recommendations for improving Ukraine's cybersecurity policy, including the
creation of new institutions and reform of existing ones. The importance of
introducing the concepts of «nuclear cybersecurity» and «eHealth cybersecurity» is
emphasized, and detailed proposals for reforming the relevant areas in the proposed
order for Ukraine are provided.

Keywords: active measures, cybersecurity state policy, cyberterrorism,
foreign policy, hybrid warfare, mechanisms of regional governance, political
adaptation, political institutions, political integration, state sovereignty, world

order.



