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TexHojorii). — XapkiBchbuil HaiioHanbHUM yHIBepcutTeT iMeHi B.H. Kapasina

MinicTepcTBa OCBITH 1 HAYKH YKpainu, Xapkis, 2025.

B yMoBax cTpiMKOT0 pO3BUTKY KBAHTOBHUX TEXHOJIOTIH HA MIXXHAPOTHOMY Ta
HAI[IOHAJILHOMY DIBHAX BUPINIYEThCS MHUTAHHA OOpaHHS Ta CTaHAAapTU3aLil
KBAaHTOBOCTIMKMX KpHUNTOrpadgiyHuX mepeTBopeHb. lle TOoB’SA3aHO 31 3HAYHHM
3pOCTaHHSIM HIBUJKOCTI OOYMCIIEHb Ta BUKJIUKAMU JUIsl 0€3MeKr Kpunrorpadiaaux
NEPETBOPEHD, 10 MPOTHO3YIOTHCSA 332 YMOBU BUKOPHCTAHHS ISl KPUIITOAHANTI3y
KBaHTOBOTO KOMIT'IOT€pa JOCTaTHBOI MOTYXHOCTI. Uepes 1ie 3 6oky NIST Oyno
sanpoBapkeHo KoHKype NIST PQC, mpusnaueHuit 11 oOpaHHS KaHIWIATIB IS
cTaHjapTu3aimii B cdepi KBAaHTOBOCTIMKHUX KPUNTOTpadidyHUX IEPETBOPCHB. 3
iHIIOrO0 OOKYy, BEJIMKY 3arpo3y MOXYTh CTAHOBHUTH CIHEIlajbHI aTakd, 10
IPYHTYIOTHCS Ha BUTOKAaX MOOIYHUMH KaHAIaMH1 Ta Ha OCHOBI TOMHJIOK. ToMy sk Ha
MDKHApPOJHOMY, TaK 1 Ha HallOHATLHOMY pIBHSX, BaXKJIMBO 3pearyBaTH Ha
MOXJIMBOCTI KPHUIITOAHAIITHKIB HAaWBHIOTO PIBHA Ta BHU3HAYUTH BHUMOTH 1
PO3POOUTH MEPCIEKTUBHI 3aXUINEHI KPUTITOTIEPETBOPEHHS €IEKTPOHHOTO MiAMUCY

Ta CTAHJAPTU3YBATH iX B TOMY YHCJI1 Ha HAIlIOHATHLHOMY PiBHI.

Huceprariitna po00oTa MpUCBSIYEHA PO3B’A3aHHIO aKTYaTbHOI 3329l aHAITI3Y
Ta JOCIIDKCHHIO, OIIHIII Ta IOPIBHAHHIO ICHYIOUHMX Ta TEPCHESKTHBHUX
KBAaHTOBOCTIMKUX €JIEKTPOHHUX MIJAMUCIB MO CYKYIHOCTI 0€3yMOBHUX, YMOBHUX Ta

MparMaTUYHUX KPUTEPIiB.



Merta 1 3aBmanHHsa jgochigkeHHs. OOrpyHTyBaHHs BuOOpy, aHall3 Ta
JOCHIJDKEHHSI,  OIlIHKAa Ta TOPIBHSAHHS  ICHYIOUMX Ta  TNEPCHEKTUBHUX
KBaHTOBOCTIMKHUX €JIEKTPOHHUX MIAMKCIB IO CYKYIMHOCTI 0€3yMOBHUX, YMOBHUX Ta

nparMaTUYHUX KPUTEPIiB.
JI71s1 JOCSTHEHHS MOCTaBJIEHOI MeTH OyJIM pO3B’s13aH1 HACTYIIHI 3aa4i:

1. Amnani3 crany O€3IeKu ICHYIOUMX Ta OOTPYHTYBaHHSI BUMOT J0
METO/1B MEePCIEKTUBHUX KBAHTOBOCTINKHUX €JIEKTPOHHUX IT1JIMKCIB.
2. OOrpyHTyBaHHS MOJeJiell TOPYIIHHWKA Ta 3arpo3, a TaKOX Y
IIIJIOMY MOJeNi O€3MeKH MEPCICKTUBHUX IMMOCTKBAHTOBHX CIIEKTPOHHUX
IiIMUCIB Ta MHOYKWUH 0€3YMOBHUX, YMOBHHX Ta MParMaTUYHUX KPUTEPIiB
iX OLIIHKY Ta MOPIBHAHHS.
3. HaykoBo-meTonnyHi OCHOBH PO3pPOOKH, OIIHKHU Ta MOPIBHSIHHS
ICHYFOUMX Ta TIEPCIICKTUBHUX KBAHTOBOCTIMKUX €JICKTPOHHMX ITiIMUCIB IO
0e3yMOBHUM, YMOBHUM Ta MIParMaTuyHuM KpUTEPIsM.
4. Awnani3, OliHKa Ta TOPIBHAHHS ICHYIOUMX Ta KaHIMWJATIB Ha
MECIIEKTUBHI KBAaHTOBOCTIWKI HAIIOHAJIbHI Ta MDKHAPOJHI €JIEKTPOHHI
HiAIHCH 110 0€3YMOBHHUM KpuTepisaM (Oe3rmeri).
5. Tlporpamue Mo/e/IIOBaHHS IHCTPYMEHTAP1IO MPAKTUYHOT OI[IHKHU
Ta TIOPIBHAHHS TIPOEKTIB Ta CTaHAAPTU30BAHUX MDKHAPOJHHUX Ta
HaIlIOHAJLHUX KBAHTOBOCTIMKUX €JICKTPOHHUX I IHUCIB.
Y mepmoMy po3nini gucepTamii (Axaniz cmany 6e3nexku iCHy0OUUX mMa
002pYHMYBAHHA ~ 8UMO2 00  MemoOi8  NePCNeKMUBHUX — KBAHMOBOCHIUKUX
eleKMPOHHUX ~ NiOnuci@) Ha OCHOBI TOMIYKY JOKEpeN, W0 MNPHUCBSYCHI

OOTpyHTYBaHHIO BUMOT Ta MoJieJiel Oe3MeKn BUPIMIYIOThCS HACTYITHI 3a1a4i:

[Ipo6GnemMu 3axUIIEHOCTI BiA HOBOTO KJIACy KBAHTOBHX aTaK BUHUKIHU
JIEKITbKA IECSITHIIITh TOMY, ajie BIAIYTTS 3arpO3U BiJ HUX OYJI0 CIPUUHATO TUTHKH
nicis nosisk B 2015-my poii cratti npodecopiB Menesuc ta KoOmin, siki mo cyTi
3asBUJIM MPO HU3BKY 3aXUILEHICTh ICHYIOUMX aCUMETPUUHHMX KpUNTOrpadiuHUX

MEepeTBOPEHb, B TOMY UYHCII E€JeKTPOHHOIO IMMAMUCY BiJ KBAaHTOBUX aTak



peani3oBaHUX Ha KBAHTOBHX KOMII'IOTEpax SIKi po3polOisitoTbea. B crarri Oyio
BKa3aHO, 110 KBAHTOBOCTINMKI aCMMETPUYHI KPUMNTONEPETBOPEHHS MOXYTb OyTH
noOyA0BaH1 HA OCHOBI HOBUX MAaTEMaTUYHUX METOIB: MOIYJISAPHI EPETBOPEHHS
(MaTeMaTU4yHi1 pelIiTKU), MaTeMaTU4yHl KOJIM, KBaJpaTU4HI TOJs, 130TeHil
ENNTUYHUX KPUBUX, rem-QpyHKUii Ha ocHOBI kpunrorpadii. Jami mocmigyBana
HayKoBa KoH(pepeH1lis B AnoHii, Ha sKiid 0yJI0 IPUIHHATO MO3UTUBHE PILIEHHS 1I0A0
CTBOpEHHs KBaHTOBOCTIMKUX KpunronepetrBopeHb. NIST CILIA Ha ocHOBI pilieHb
OTOJIOCHB KOHKYpPC Ha PO3pOOJEHHS TMPOEKTIB CTaHAApTIB KBAHTOBOCTIMKUX
aCUMETPUYHUX KIIPUTOMEPETBOPEHb, B TOMy umcii, EIl. B HacTymHi pokwu
BinOysoch Tpu payHau 1 B 2022 poui Ha ¢opymi NIST CHIA xondepeniis
npuifHsuia pimeHHs npo cranpaptuzaniro 1 B NIST 8413 naBegeHo mneperik
crannaptuzoBanux EIl, Ttakux sk EIl Ha 0CHOBI MaTeMaTHYHUX PEIIITOK, TaKi SK
npoektu EIT Crystall-Delithium ta Falcon, a takok Ha OCHOBI BHKOPHCTaHHS
OJTHOPA30BUX KJIIOYIB 3 BUKOPUCTAaHHSAM rem-QyHkuii. Takox Oylio HpuUHHATO
pIIIEHHS TIPO CTaHAAPTHU3AII0 MPOTOKOIIB I1HKAICYJAIIl KIHOYIiB Ha OCHOBI
marematuaHoro wmerony Crystal-Kyber. B mopamemomy micnst  piuHOTO
nocmipkennst y CLLIA Oynu npuiinsti ¢enepanpHi craggaptu FIPS 203 Ha ocHOBI
Crystal-Kyber, FIPS 204 na ocuosi Crystall-Delithium ta FIPS 205 Ha ocHoBI remi-
¢yukmii. {ogo maTtemarnyHoro metoAy Falcon mpogoBkeHO AOCTIIKEHHS HOTO

0€e3MEeYHOCTI.

Ha wnamionanpbHOMY piBHI Oyli0 TPUMHATO PIIMICHHS B3STH 32 OCHOBY
marematuddi metoau Crystall-Delithium, Crystal-Kyber, Falcon ta EIT Ha ocHoBi

OJTHOPA30BUX KITIOUIB.

KpiM Toro, Oysio orojomeHo mpoAoBXKEeHHS JOCTIKEHb Ha 4-My payH/Il Ta
Oy70 OpranizoBaHO KOHKYPC Ha po3poOJieHHS albTePHATHBHUX BapiaHTIB
enextponHoro nianucy. Cepen BuaiB EIl momanux Ha po3riis 0 NEPIIOTO PAYHIY
JIOIATKOBOTO TPOIIECY CTaHJAapTU3allli HasgBHI HACTYMHI: MiJMKCH 3aCHOBaHI1 Ha
KOJlax, MAMKCU Ha 130TEHIsIX, MyJbTUBAPIaTUBHI MIAMUCH, CUMETPUYHI MIAMHUCH,

MPC-in-the-head ta mignmucu Buznaueni NIST sax "iuamni".



AHani3 mokasas, 1[0 3’SBHJIOCH 0araTo MPOIO3UIlIA Ha MEpelux payHIax
KOHKYpCiB: 69 Ha nepioMy KoHKypci Ta 40 Ha KOHKYpC1 albTe€pHATUBHUX BapiaHTIB
EIl. Bunukna npo0iieMa OIIHKKA Ta MOPIBHSJIBHOTO aHali3y KaHauaaTie. Hamri
JOCIIPKEHHS TIOKa3ajid, 0 Ha OCHOBI MOJI€Jeil MOopyIIHUKa, MOJIETIEN 3arpo3 Ta
Mozelneld 0e3MeKy OLIHIOBATH 1 MOPIBHIOBATH KaHIMJIATIB 32 YMOBU BUKOPHCTAHHS
KPUIITOAHAIITUKOM KJIACHYHUX KBAaHTOBUX aTak Ta aTak Mo OIYHMM KaHalaMm 3
BUKOPUCTAHHSIM CUCTeMH [] OE3yMOBHHMX, YMOBHHMX Ta MPAarMaTUIHUX KPUTEPIiB.
TakuM unHOM TOpAI 3 PO3poOKoI0 KBaHTOBOCTIMKMX EIl 1 BUHUMKIA mpobiieMHa
3a/laya po3poOJIEHHS METOJUYHMX OCHOB OIIIHKM Ta MOPIBHAHHS aCUMETPHUYHHUX
KpunTonepersopeHb, B Tomy uuciai EIl. Bupimenns sk TeopeTnyHoi Tak 1
NPAaKTUYHOI 3a]a4l JO3BOJMIO Ha OCHOBI MAaTeMAaTHMYHUX PEIIITOK PO3pPOOUTH Ta
npuitHatu kBaHToBocTiiki EK JICTY 9212:2023 Ta mnporokon ACHI Ta
iHkancymsii kiaouis JJCTY 8961:2019.

Jlns BupimeHHs: TpoOJIeMHUX 3a71a4y B 2-5 po3iiax BUPIIIYIOTHCS HayKOBO-
pPaKTUYHI 3a7a4l OOTpyHTYBaHHS, aHATI3y, JOCHIJKEHHS, OI[IHKA Ta TIOPIBHSHHSI
ICHYIOUMX Ta TIEPCIEKTHBHUX KBAHTOBOCTIMKUX €IIEKTPOHHUX MIAMHUCIB TI0

CYKYITHOCTI 0€3YMOBHHMX, YMOBHHX Ta IMParMaTUuYHUX KPUTEPIiB.

Y napyromy po3auti nuceptaiii (Moodenv 6Ge3neku ma xpumepii oyiHKu i
NOPIGHANHH ~— NEPCNEeKMUBHUX — NOCMKBAHMOBUX — €NeKMPOHHUX  NIONUCIB)
0OTrpyHTOBaHO MO/IEJI1 MOPYIITHUKA, 3arpo3 Ta 6e3neku. [lokazaHo, 1o acuMeTpruIH1
CJEKTPOHHI TMIANUCH MalOTh MHOXHHY PI3HOMaHITHUX 3aCTOCYBaHb, KOTpI
BHUCYBAIOTh JICIIO BIIMIHHI OJWH BIiJl OJHOTO BUMOTHU J0 KpuNTOrpadiuHuX
MEePETBOPEHb THUITY ACUMETPHYHUI €NeKTpOHHUI mianuc. HaBemeHno mepemniku

0e3yMOBHHMX, YMOBHHUX Ta MParMaTHIHUX KPUTEPIIB.

VY Ttperbomy posgim aumcepranii (Hayxkoso-memoouuni ocHo8u po3pooKu,
OYIHKU ma NOPIGHAHHS ICHYIOUUX MA NEePCHeKMUBHUX  K8AHMOBOCMIUKUX
eeKMPOHHUX NIONUCié 3a 0e3YMOBHUMU, YMOBHUMU MA NPAMAMUYHUMU
Kpumepisimu) OOTPYHTOBAHO KOMIUIEKCHY METOJMKY OIIHKM Ta TMOPIBHSJIBHOTO

aHaJi3y AaCUMETPUYHUX EJEKTPOHHUX MIAMUCIB, CTIMKUX [0 KJIACHYHOTO Ta



KBaHTOBOI'O  KpHUIITOAHANI3y. 3ampOlOHOBAaHO BIOCKOHAJEHHS KOMIUIEKCHOT
METOJMKH OI[IHKM Ta MOPIBHSJIBHOTO aHali3y B YaCTHHI BpaxXyBaHHS B MPOIIECI
OL[IHKM Ta TOPIBHSHHSA 3a MparMaTUYHUMH KpPUTEPISIMU METH 3J1MCHEHHS
MOPIBHSHHSA Ta MOXJIMBHX BapiaHTiB 3actocyBaHHs EIl, mo npuzoauts 10
30UIBIIEHHS] TOYHOCTI Ta BIAMOBIAHOCTI OTPUMAHOTO PpE3YyJbTaTy BHUXIIHUM

BHUMOTIaM.

VY yerBepTOMy po3auni auceprauii (AHanis, oyiHka ma nopieHAHHI ICHYIOUUX
ma KaHouoamie Ha nepcneKmueHi K8AHMOBOCMIKI HAYIOHANbHI MA MINCHAPOOHI
eleKMPOHHI nionucu 3a 0e3yMOBHUMU Kpumepiamu) 3IIACHEHO OIlIHKY Ta
MOPIBHSJIBHUM aHalli3 sIK KaHJIUJATiB Ha CTaHJApTU3AIlil0 MK CO0O0, TaK 1 BKe
CTaHJapTU30BAHMX JJI1 BUKOPUCTAHHS B MEPEXITHUN Ta MOCT-KBAHTOBUH Mepioau
QITOPUTMU  €NIEKTPOHHOTO MiAMMCY MDK cobow. IlpoBegeHo moOpiBHAHHA
OTPUMAHUX pPE3yJbTaTIB TMOPIBHAHHS BXKE CTaHJAPTU30BAHUX AITOPUTMIB 3

MDKHApOJHUMU PE3yJIbTaTaMU.

Y w’atomy pos3mini  gucepranii  (Ilpoepamme  mooeniosamns — ma
eKCNepUMEeHMANbHi  OOCAIONCEeHHsT NpoYecié  NOPIGHAHHSA  3d  0e3yMOSHUMU
KpumepisiMu) YTOYHEHO OIIIHKA Ta OTPUMAaHO CKCIEPEMEHTANbHI pe3ylbTaTH
MOPIBHSAHHS €JIECKTPOHHUX IIJMKCIB 32 JOTOMOTOI PO3POOJICHOTO MPOTPaMHOTO
3abesneueHns. [l emekTpoHHoro mimnmucy Falcon 3ampomoHoBaHa —araka
BITHOBJICHHSI KJIIOYIB Ta JOCJIPKEHO BIUIMB BHUKOPHUCTAHHSA (HIKCOBAHOI TOYKH

3aMICTh IJIABaI04Y0i TOUKH B TIpolieci popMyBaHHS MiANMUCY Ha Oe3MeKy.

KirouoBi cioBa: enekTpoHHWM mignuc, mudpyBaHHS, UTICHICTS,
KOH(]IAEHIIHHICTh, KiOepOe3reka, iHdopmalliiiHa Oe3reka, cucTteMa OC3IeKH,
KpHUIITOaHAITI3, KBAHTOBOCTIIKa Kpunrorpadisi, MOpiBHAILHUN aHAI3, aCHMETPUYHI

KPUTITOCUCTEMH, 130TCHIs eMNTUYHOT KPUBOI



ABSTRACT

Kaptol Ye. Yu. Methods for evaluation and comparative analysis of
asymmetric electronic signatures resistant to classical and quantum
cryptanalysis. — Qualification scholarly paper: a manuscript.

Thesis submitted for obtaining the Doctor of Philosophy degree in
Information Technologies, Speciality 125 — Cyber Security. — V. N. Karazin Kharkiv
National University, Ministry of Education and Science of Ukraine, Kharkiv, 2024.

In the conditions of the rapid development of quantum technologies at the
international and national levels, the issue of choosing and standardizing quantum-
resistant cryptographic transformations is being resolved. This is due to the
significant increase in the speed of calculations and challenges to the security of
cryptographic transformations, which are predicted if a quantum computer of
sufficient power is used for cryptanalysis. Because of this, NIST launched the NIST
PQC competition, designed to select candidates for standardization in the field of
quantum-resistant cryptographic transformations. On the other hand, ad hoc attacks
based on side-channel leaks and errors can pose a major threat. Therefore, both at
the international and national levels, it is important to respond to the capabilities of
top-level cryptanalysts and determine the requirements and develop promising
secure crypto-transformations of electronic signatures and standardize them,

including at the national level.

The dissertation work is devoted to the solution of the actual problem: analysis
and research, evaluation and comparison of existing and promising quantum-
resistant electronic signatures according to a set of unconditional, conditional and

pragmatic criteria.

The purpose and tasks of the research. Justification of the choice, analysis and
research, evaluation and comparison of existing and prospective quantum-resistant
electronic signatures according to a set of unconditional, conditional and pragmatic

criteria.



To achieve the goal, the following tasks were solved:

1. Analysis of the current state of security and substantiation of the requirements
for methods of promising quantum-resistant electronic signatures.

2. Justification of models of the violator and threats, as well as in general security
models of promising post-quantum electronic signatures and sets of
unconditional, conditional and pragmatic criteria for their evaluation and
comparison.

3. Scientific and methodological bases for the development, assessment and
comparison of existing and promising quantum-resistant electronic signatures
according to unconditional, conditional and pragmatic criteria.

4. Analysis, assessment and comparison of existing and prospective quantum-
resistant national and international electronic signatures according to
unconditional criteria (security).

5. Software modeling of practical evaluation tools and comparison of projects and
standardized international and national quantum-resistant electronic signatures.

In the first chapter of the dissertation (Analysis of the security status of
existing and justification of requirements for methods of promising quantum-
resistant electronic signatures) based on the search for sources devoted to the
justification of requirements and security models, it was found that the problems of
protection against a new class of quantum attacks arose several decades ago, but the
feeling of threat it was accepted from them only after the appearance in 2015 of the
article by professors Menesis and Koblitz [], who essentially stated the low security
of existing asymmetric cryptographic transformations, including electronic
signatures against quantum attacks implemented on quantum computers that are
being developed. The article indicated that quantum-resistant asymmetric
cryptotransformations can be built on the basis of new mathematical methods:
modular transformations (mathematical lattices), mathematical codes, quadratic
fields, isogenies of elliptic curves, hash functions based on cryptography. This was
followed by a scientific conference in Japan, at which a positive decision was made

to create quantum-resistant cryptotransformations. The US NIST, based on the



decisions, announced a competition for the development of projects of standards for
guantum-resistant asymmetric kpritotransformations, including EP. In the following
years, three rounds took place, and in 2022, at the NIST USA forum, the conference
decided to standardize and in NIST 8413 [] a list of standardized EP EPs based on
mathematical lattices, such as the Crystall-Delithium and Falcon EP projects, as well
as based on the use of disposable keys using a hash function. It was also decided to
standardize key encapsulation protocols based on the Crystal-Kyber mathematical
method. Subsequently, after a year of research, the US federal standards FIPS 203
based on Crystal-Kyber, FIPS 204 based on Crystall-Delithium, and FIPS 205 based
on a hash function were adopted. Regarding the Falcon mathematical method, the

study of its safety has been continued.

At the national level, it was decided to take as a basis the mathematical
methods of Crystall-Delithium, Crystal-Kyber, Falcon and EP based on one-time

keys.

In addition, the continuation of research in the 4th round was announced and
a competition was organized for the development of alternative options for
electronic signature. [] Among the types of EP submitted for consideration to the
first round of the additional standardization process are the following [6,7]:
signatures based on codes, signatures on isogenies, multivariate signatures,

symmetric signatures, MPC-in-the-head, and signatures defined by NIST as "other".

The analysis showed that there were many proposals in the first rounds of
tenders: 69 in the first tender and 40 in the tender of alternative EP options. There
was a problem of evaluation and comparative analysis of candidates. Our research
has shown that based on intruder models, threat models, and security models,
candidates can be evaluated and compared under the condition that the cryptanalyst
uses classical quantum attacks and side-channel attacks using a system of []
unconditional, conditional, and pragmatic criteria. Thus, along with the development
of quantum-resistant EPs, the problematic task of developing methodical bases for

evaluating and comparing asymmetric cryptotransformations, including EPs, arose.



The solution of both theoretical and practical problems made it possible to develop
and adopt quantum-resistant EC DSTU 9212:2023 and the ASSH protocol and key
encapsulation DSTU 8961:2019 on the basis of mathematical lattices.

In order to solve problematic problems, scientific and practical problems of
substantiation, analysis, research, evaluation and comparison of existing and
promising quantum-resistant electronic signatures are solved in chapters 2-5

according to a set of unconditional, conditional and pragmatic criteria.

In the second chapter of the dissertation (Security model and criteria for
evaluating and comparing promising post-quantum electronic signatures), the
models of the intruder, threats and security are substantiated. It is shown that
asymmetric electronic signatures have a variety of applications, which put forward
somewhat different requirements for cryptographic transformations of the
asymmetric electronic signature type. Lists of unconditional, conditional and

pragmatic criteria are given.

In the third chapter of the dissertation (Scientific and methodological
foundations of the development, evaluation and comparison of existing and
promising quantum-resistant electronic signatures according to unconditional,
conditional and pragmatic criteria), a comprehensive methodology for the evaluation
and comparative analysis of asymmetric electronic signatures resistant to classical
and quantum cryptanalysis is substantiated. An improvement of the comprehensive
methodology for the evaluation and comparative analysis is proposed in terms of
taking into account in the process of evaluation and comparison according to
pragmatic criteria the purpose of the comparison and possible options for the
application of the EP, which will contribute to increasing the accuracy and

compliance of the obtained result with the initial requirements.

In the fourth chapter of the dissertation (Analysis, evaluation and comparison
of existing and candidates for promising quantum-resistant national and
international electronic signatures according to unconditional criteria), an evaluation

and comparative analysis of both candidates for standardization among themselves



and already standardized for use in the transitional and post-quantum periods
electronic signature algorithms among themselves is carried out. The obtained
results of the comparison of already standardized algorithms with international

results were compared.

In the fifth chapter of the dissertation (Software modeling and experimental
studies of comparison processes by unconditional criteria), the estimates are refined
and experimental results of the comparison of electronic signatures are obtained
using the developed software. For the Falcon electronic signature, a key recovery
attack is proposed and the impact of using a fixed point instead of a floating point in
the signature formation process on security is investigated.

Keywords: digital signature, encryption, integrity, sensitivity, cybersecurity,
information  security, security system, cryptanalysis, quantum-resistant

cryptography, comparative analysis, asymmetric cryptosystems, elliptic curve
isogeny



