AHOTAIISA

bepuanos A. A. Meton konmyBaHHS 1H(PpaYepBOHUX 300paKECHb 3
BUKOPUCTAHHSM MOJIEJEH IITYYHOrO IHTENEKTY B 1H(POPMALIMHUX CHCTEMaxX —
Kamidikariitna HayKoBa Ipailsi Ha MpaBax PyKOIUCY.

JlucepTartist Ha 3100y TTS CTyIEeHs JoKTopa ¢ijgocodii 3a criemaibHicTIO 122
Kowmn'torepni Hayku (ramy3s 3HaHb 12 [ndopmariiini TexHomnorii). XapKiBChKHiA
HauioHanbHUI yHiBepcuteT iMeHi B. H. Kapasina, Xapkis, 2026.

VY nucepraiiiiiil poOOTi BUpillIeHA aKTyallbHA HAYKOBO-NPUKIAOHA 3a0aua,
110 TIOJISITa€E y 3HUKEHHI OITpelTy 1H(PpauepBOHOTO MOTOKY JAHUX JJIs TIEepeaadl B
1H(MOpMAIIHHUX CHUCTeMaX 3 BU3HAYEHUM PIBHEM T€PMaIbHOI HIUTICHOCTI.

Busisneno norpedy 3HMKEHHS OITpEUTy 1HPpauepBOHUX MOTOKIB JAHUX 1]
yac ix mepenauyli B 1HGoOpMaIIAHUX cUcTeMax. Maciita0yBaHHS KOMILICKCIB
MOHITOPUHTY Ha 0a3i 1H(QpaduepBOHMX CEHCOPIB BHCOKOI PO3LIBHOI 3JaTHOCTI
CTBOPIOE HaIMIpHE OITOBE HABAHTAXKEHHSA Ta, K HACIIJOK, YCKIIAJHIOE CBOEYACHY
J0CTaBKy AaHuX. Lle 3HMKy€e IXHIO aKTyalIbHICTb Il CUCTEM MPUHHATTS PILICHb.

[IpoBeneHO ~ OOCHIIPKEHHS ~ TEXHIYHHUX  XapaKTEpUCTHUK  CydacHUX
1H(payepBOHUX KaMmMep Ta MapaMeTpiB reHepaiii TemioBiziiiHoro IY-tpadiky.
AHai3 nokasas, 110 PO3IIMPEHUN TUHAMIYHUMN J11alla30H Ta BUCOKA IHTEHCUBHICTh
MOTOKY JTAHUX MPU3BOASATH 10 CYTTEBOTO POCTY OiTpeiTy. BogHouac 3acTocyBaHHs
ICHYIOYMX YHIBEpPCAJIbHUX CTaHJApTIB CTUCHEHHA 3 BTpaTaMu 3HUXKYE
1H()OPMATUBHICTh CEMAHTUYHO BAXJIMBUX TEIIJIOBUX CUTHATYp 00'€KTIB iHTEpECY.

JlocnmipkeHO METOAM KOAYBaHHS 1H(payepBOHUX 300pa)K€Hb, a TaKOX
MIIXOAW J0 CEMaHTHKO-OPIEHTOBAaHOI OOpOOKM 3 BHUKOPHCTAHHSM MOJCIICH
HITYYHOTO 1HTENEeKTY. OOIpyHTOBAHO JOLIJIbHICTh 3aCTOCYBaHH METPUYHOI OLIIHKH
1H(OPMATUBHOCTI CETMEHTIB y TIO€/IHAHHI 3 IHTEJIEKTYaJIbHUM BUSBIICHHSIM 00'€KTIB

1HTEpECY.



ChopMysibOBaHO MeTy OMCEPTANIHHOIO IOCJIIKeHHs, sKa TMOJsArae y
po3po0Ili MeToMy KoayBaHHs iH(padepBoHUX 300pakeHsb (IY-300pakeHn) s
3HMKEHHS OITpelTy 0e3 BTpaT TepMajbHOI IIIJIICHOCTI Ha OCHOBI CEMaHTHKO-
OpIEHTOBHOT OOPOOKHU 3 BUKOPUCTAHHAM MoJiejiel mrTydHoro inTenexty (IHT).

JIis  TOCSTHEHHSA TOCTaBJICHOT METH, HEOOXiHO BHUPIMIUTH HACTYIIHI
3aBJAHHS:

1. Po3pobutu Meton ¢popMyBaHHs IBOILUIACTOBOI iH(popmaTuBHOI KapT Y-
300pakeHb Ml 3a0e3MeYeHHs] YMOB IIOAO0 3MEHIIEHHS OITpEeHTy 3 BHU3HAYCHOIO
TEPMaJILHOIO ITUTICHICTIO HA OCHOBI BUKOpHUCTaHHS Mojeneid L1I1.

2. CTBOpUTH METO]I CHEKTPAIbHO-IPYIIOBOTO CTHCHEHHSI CETMEHTIB OITOBUX
wiactiB [Y-300paxkeHp uisi 3MEHIIEHHST O1TOBOro 00’eMy 0€3 BTpaT TepMalbHO1
IITICHOCTI

3. Po3poOutu MeToa CeMaHTHKO-OpPIEHTOBAHOrO KojayBaHHA [Y-300pakeHb
JUTsl epeadi B iHGopMaIliiHuX cucTeMax.

4. CTBOpUTH METOA JUIsl MIABUILEHHS TEPMAJIbHOI IUIICHOCTI 00’ €KTHO-
iHpopmaTuBHUX cerMeHTiB [Y-300pakenp 06e3 BTpar OITpeTy B 1H(pOpMAIIMHUX
CUCTEMaXx.

5. 3OIACHUTHA TOPIBHSUIBHY OLIIHKY METOAIB KoayBaHHs [Y-300paxkenn 3a
a0JALIHHOI0 METOIUKOIO.

OO0’ €eKTOM JOCIIJIKEHHS € MPOLECH 3MEHILIEHHs 01ToBoro 00'emy [Y-kaapis B
1H(hOpMaIHO-THTEIEKTYAJIbHUX CUCTEMAX.

[IpeameTom AOCTIHKEHHS € METOIU KOAYBaHHS 1H(PPaUYePBOHUX 300paKEHb
JUIsl 3MEHIIEHHS OITOBOrO HABAHTAKEHHS KaHANIB JaHUX Yy iHdopmarliiiHo-
IHTEJICKTyJIbHUX CUCTEMAaX.

[IpoBeneHo nMOCHIMKEHHS XapakTepucTuk [Y-MOTOKIB, MI0 TEHEPYIOTHCS

Cy4YaCHUMHM TpUCTposiMu. BusiBneHo Hepomiku npu oopooi [Y-kaapiB icHyrH0oUnMHU



MeTOJaMU KOJyBaHHsA. BusiBaeHi oOMexeHHs creriaabHux [Y-kojekiB Ta
PO3MOBCIOIKEHUX HEHPOMEPEKEBUX M1IXO/IIB.

Po3po6neno meron Oidypkariii OGITOBUX IIIACTIB Kaapy 13 PO3MIMPEHUM
JUHAMIYHUM Jl1ara30HOM. MeTo/1 103BOJIsE PO3AIUTU 1H(QOpPMALIHY CTPYKTYPY
300pakeHHs Ha 3HAYYIIl Ta (POHOBI CKIIAZOB1 y PIBHAX OKpPEeMHX OITOBUX ILIACTIB.
Takuii miaxia 103BOJSIE 3MEHIIUTH TPOCTOPOBY HAJIMIIIKOBICTh KaJpy.

Po3po6iieHo MeTos BU3HAUEHHS METPUKH 1H(POPMATUBHOCTI cerMeHTiB. Lle
JI03BOJISIE 3IICHIOBATH KUIBKICHY OLIIHKY 1H()OPMATUBHOCTI IPOCTOPOBHX 00JIacTen
Ha OCHOBI TXHBO1 TEKCTYPHOI HACUYEHOCTI.

Po3pobneno meron ¢opmyBaHHA JIBOILUIACTOBOiI 1H(OPMATHUBHOI KapTH
iH(ppauepBoHOTO Kajpy. MeToa M03BOJISIE BHOKPEMHUTH MPIOPUTETHI OO0JaCTI
00pOOKH y TTOPOTrOBO-METPUYHOMY ITPOCTOPI CTApIIOro Ta MOJIOAIIOrO OITOBHX
IJIaCTIB.

Po3pobneno Meton BUsIBICHHS 00’ €KTHO-IHGOPMATUBHUX CErMEHTIB Ha
OCHOBI 3aCTOCYBaHHS MOJIEJICH IITYYHOTO 1HTENEKTY. L{e m03BoIsie cerMeHTyBaTH
o0'eKTH 1HTEpeCcy uepe3 KOH IOHKI[I0 pe3yibTaTy HEHPOHHOI Mepexi 13
chopMoBaHO KapTor iH(opMaTuBHOCTI. Takuil MiaXiJ J03BOJSE OOMEKHUTH
PIBEHb CIIOTBOPEHB Y MPIOPUTETHUX 00IACTIX Kajapy.

Po3pobieno MeTo 1 pI3HUIIEBOTO KOAYBaHHS JIJ1s1 (JOPMYBaHHS MiHICETMEHTIB
31 3MEHILIEHUM JUHAMIYHUM Jiana3oHoM. e qo3Bossie TpanchopmyBaTH 3HaYEHHS
nikcenB [Y-kaapy y JToKaabHI TEMIIEpaTypHI BIIXUICHHS.

Po3pobieno meron KOpekiii HU3bKOYACTOTHUX KOe(]IIll€eHTIB Ha OCHOBI
BHCOKOYaCTOTHUX KOMIIOHCHT BEHWBIICT-IIEPETBOPCHHSA. METO | T03BOJISIE 3BY3UTH
JUHAMIYHUN Jlanma30H HU3bKOYACTOTHUX 3HAYEHh MPH I[bOMY HE BHOCSYHU
JI0JTAaTKOBHUX CITOTBOPEHb.

Po3po6ieno  Meron — aganTHBHOI — KBaHTWU3allli HA  OCHOBI  PIBHSA

iHQopMaTUBHOCTI Ta  OITOBOrO IUTACTy  CErMEHTIB. MeTron  J103BOJIsAE



Tu(dEepeHIiioBaHO  PO3MOALIATA  KOe(IIIEHTH  KBaHTHU3allli  3aJie’KHO  BiJ
MPIOPUTETHOCTI cerMeHTiB. Lle pimenHs 103Bossie 0oMexxyBaTH OiTpeit [U-noToky
IIpU BCTAHOBJICHOMY P1BH1 T€PMaIbHOT I[IJTICHOCTI.

Po3pobneHo MeTos CHneKTpaabHO-IPYIIOBOTO KOJYBaHHS CErMeHTiB. Meroa
JI03BOJISIE 3/IICHIOBATUA CTPYKTYPHE KOAYBaHHS CIIEKTPATbHUX 3HAUEHB 3a THIIAMU
YaCTOTHUX TPYN B YMOBaX KBaJpOJEKOMIIO3MINI. 3aCTOCYBaHHS LbOTO MIiAXOAY
3BYXYy€ 00cAT 0ITOBOTO HAUIMIIKY Ta 3MEHIIY€E IHTECHCUBHICTh MOTOKY JaHUX.

[IpoBeneHo abALIHUI aHaITI3 BIUIMBY PO3POOIEHUX METO/IB Ha KOJTYBaHHS
[Y-kanpi. BimoOpakeHo, 110 KOMIUIEKCHA 1HTErpallis 3alpOrIOHOBAaHUX METOJIB
KYMYJISITABHO ~ 3HWXKYye OiTOBMII 00'eM  naHux  30epiraloud  LUITICHICTh
iH(hOpMaTUBHUX 001acTEM.

HaykoBa HOBM3HA OTPMMAaHHUX Pe3yJIbTATIB H0CHiIKEHb.

1. Yoockonaneno meron modyaoBu JBOILUIACTOBOI 1IHPOPMATUBHOI KapTH Ha
OCHOBI TIOPOTOBHUX BHpIMIATBHUX MpaBWi. BiAMIHHOCTI METOMy NOJATAIOTH Y
BU3HAYCHH] aJalTHBHUX AaCOI[laTHBHUX 3aJIEKHOCTEH B MOPOTOBO-METPUIHOMY
IPOCTOP1 HAa OCHOBI arperariii Ta HOpMyBaHHS 1HPOpMaIlii BUCOKOYACTOTHOT 00J1aCTi
nepeTBopeHHs Xaapa Uil CerMeHToBaHMX OiToBux miactiB [U-300paxkens. Lle
JI03BOJISIE CTBOPUTH YMOBH JJIsl 301IbIIICHHS PIBHS CTUCHEHHS MPU BCTAHOBJICHUX
BHUMOTax II0JI0 TePMaJIbHOI ITiTicHOCTI [Y-300pakeHb.

2. Ompumano nooanvuiutl po3eumox METOy BUSBIICHHs 00iacTell 00’ €KTIB
IHTEpeCy Ha OCHOBI 3aCTOCYBaHHS MOJENl IUTYYHOTO IHTENEKTY. BIIMIHHOCTI
METOY TOJISATAIOTh Y BUSBJICHHI 00’ €KTHO-IHPOPMATUBHUX CETMEHTIB 32 PaXyHOK
KOH IOHKI[lT pe3yJjbTaTy HEHPOHHOI Mepexkl 13 cPOpMOBaHOIO 1H(HOPMATHUBHOIO
kaptoro. Lle mo3Bomsie 30epertu TepManbHy MUTICHICTh 00 €KTIB 1HTEPECY 3a YMOB
00OMeXKEeHOTo OITpEeHTy.

3. Bnepuie po3pobierno METOJ] CIEKTPATILHO-TPYIIOBOI'O CTUCHEHHS HA OCHOBI

CTPYKTYPHUX TIEPETBOPEHb Y XBUIHLOBOMY MpocTopi Xaapa. BigmiHHOCTI MeTomy



NOJIATAIOTh  y: JAUQEPEHIIHOBAaHOMY CTPYKTYpPHOMY KOJYBaHHI XBHUIJIBLOBOTO
MIPOCTOPY CETMEHTIB 3a YaCTOTHUMH O0JACTSIMHU B YMOBAxX KBaJAPOACKOMIIO3UIIIT Ta
BCTAHOBJICHHSIM HUYKHBOT MEX1 BUCOKOYACTOTHOI 00JacTi. Lle 103B0sIsI€ 3MEHIINTH
OiToBuld 00’e€M TUIAaCTOBUX cerMeHTIB [U-300pakeHbr 0e3 BTpaT TepMallbHOI
JIICHOCTI.

4. Ompumarno nooanvuuii po3eumox MeToay koayBaHHS [Y-300pakeHb Ha
OCHOBI CEMaHTHUKO-OpPIEHTOBHOT 0OpoOKH. BiIMIHHOCTI MeTOIy MOJATAIOTH Y
CIIEKTPAIbHO-TPYIIOBOMY ~ KOJyBaHHI 3 BpaxyBaHHSM HasBHOCTI 00’ €KTHO-
iHhopmaTUBHUX cerMeHTiB [U-300paxens B 0idypKaiifHO-XBHUILOBOMY MPOCTOPI
Xaapa. lle no3Bonsie 3HM3UTU OITPEUT 1H(PPAYEPBOHOIO MOTOKY JaHUX 3
BU3HAYCHUM DPIBHEM TEPMAaJIbHOI IUIICHOCTI B MpoIleci 0OpoOKM Ta mepenadl B
1H(pOopMaIIHHUX cUCTEMaX.

5. Yoockonaneno meron BinHOBIEHHsI cTUCHYTUX [Y-300paxeHb Ha OCHOBI
BUKOPUCTaHHS OirapMoHIYHMX (GyHKIIH. BiIMiHHOCTI MeTOMy TMOJSATAlOTh Y
MIPOCTOPOBOMY MPOPIIKEHHT HU3bKOTIH(POpMAaTUBHUX 001acTelt 61ToBuX miacTtiB [Y-
300pakeHb 3 iX pereHepariero 3a PeryasipHO-IIPOCTOPOBUM IIA0JIOHOM B MPOIIECI
BIJIHOBJICHHS 3 BUKOPHUCTAHHAM OlrapMoHIYHUX (yHKIN. [{e 103B0oIIsIE MABUIIUTH
piBEHb TepMaJIbHOI LIJIICHOCTI 1H(hOpMaTUBHUX cerMeHTiB [U-300paxkeHpb 0e3 BTpaT
OiTpeiTy.

IIpakTH4yHe 3HAYCHHS OTPUMAHMX Pe3yJbTaTiB A0CTIIKEeHb.

BnopoBamkeHHss po3poOieHoro MeroAy KoayBaHHs [Y-300paxeHbp y
1H(MOpMAIIIHHUX CUCTEMAaX JI03BOJISIE€ 3MEHIIIUTH OITPEUT MOTOKY TETUIOBHUX KapiB B
MeKax 3aJ1aHOi TePMaJIbHOI ITICHOCTI, TOOTO:

— Ha 8% 1114 KapiB 3 IEPEBAKHUM BMICTOM HU3bKO1H(GOPMATUBHUX (POHOBHX
CErMECHTIB;

—Ha 10% 1151 KaApiB 3 epeBaKHUM BMICTOM 1H(HOPMATUBHUX CETMEHTIB, 1110

MICTSTh Te€pMajbHI KOHTPACTH;



— Ha 7% 1y KaapiB 3 MEpPEeBaXHUM BMICTOM 00’ €KTHO-1HPOPMATUBHHUX
CETMEHTIB, III0 HACHUYEH1 TETNIOBUMH CUTHATYpaMH 00’ €KTiB IHTEPECY.

st po3po0aeHoro MeToAy BIJTHOCHO ICHYIOUHX JOCSTAa€ThCs TepeBara y
3aCTOCYBaHHI ITYYHOTO 1HTENEKTY. Lle no3Bosse migsuimutu SSIM a1 00’ €KTHHX
obnmacteit Ha 93% y mopiBHAHHI 13 icHyrounMu Metomamu. 1[0 3amoBOIBHSE
BUMOTaM I10 30€pEKEHHIO HUIICHOCTI TEIJIOBUX MOJIIB 00’ €KTIB 1HTEpECY.

BukopucTaHHs IITYYHOTO IHTENEKTY VY TO€AHAHHI 13 METPUYHUM
BU3HAYEHHSIM KJacy 1H(QOPMATUBHOCTI CETMEHTIB J1a€ 3MOT'Y 3aCTOCOBYBAaTH IpHU
KOJyBaHHI OITOBUX IUIACTIB CEJIEKTUBHI KoediieHTu kBaHTH3awii. lle mo3Boiisie
perymoBatu PSNR Bin 24 nb no 38 ab, mo Hamae nepeBary y KOeQILIEHTI
ctucHeHHs y 4-10% Haa ICHYIOUMMH METO/IaMH.

birapMoHiuHa peKOHCTPyKIlisl HU3bKOIH(GOpMaTUBHUX obOnactein [Y-kaapy
J03BOJISIE 30LIBIIMTH KOE(MIIIEHT CTUCHEHHA Ha 6%, MpU LBbOMY 3MEHIIYIOUU
CepeHE KBaJAPAaTUUHE BIIXUICHHS Y JOKAJIBHUX 00JIACTSIX.

KuirouoBi cjioBa: mTyYyHUN 1HTENEKT, MAalllMHHE HaBYaHHS, HEUPOHHI
Mepexi, iHhopmaIlliiiHa Oe3reKa, MoJIelb 3aXUIIEHOr0 OOMIHY JaHUMH, CEMaHTUYHA
CEerMEHTAaIlisl, KPHUIITOCTIMKICTh, BHSBICHHS OO0'€KTIB, BEHBJIET-TIEPETBOPEHHS,
o0YHCIIIOBaJIbHA CKJIAHICTh, KOIYBAaHHA 300pa)K€Hb, CTHUCHEHHS 300pakeHb,

KOMIT IOTepHUH 3ip, 1H(padepBOHI 300pakeHHs, IUPpoBa 00pOOKa 300pa’KEHb.



ABSTRACT

Berchanov Anatolii. Method of encoding infrared images using artificial
intelligence models in information systems — Qualification scientific work on the
rights of the manuscript.

Thesis for the degree of Doctor of Philosophy in the specialty 122 Computer
Science (field of knowledge 12 Information technologies). V. N. Karazin Kharkiv
National University, Kharkiv, 2026.

In the dissertation, a scientific and applied problem is solved related to
reducing the bit rate of the infrared data stream for transmission in information
systems with a certain level of thermal integrity.

The need to reduce the bit rate of infrared data streams during their
transmission in information systems has been identified. Scaling monitoring
complexes based on high-resolution infrared sensors creates excessive bit load and,
as a result, complicates timely data delivery. This reduces their relevance for
decision-making systems.

A study of the technical characteristics of modern infrared cameras and
parameters for generating thermal IR traffic has been conducted. The analysis has
shown that the extended dynamic range and high intensity of the data stream lead to
a significant increase in the bit rate. At the same time, the use of existing universal
lossy compression standards reduces the informativeness of semantically important
thermal signatures of objects of interest.

Infrared image coding methods have been investigated, as well as approaches
to semantically-oriented processing using artificial intelligence models. The
feasibility of using a metric assessment of the informativeness of segments in

combination with intelligent detection of objects of interest has been substantiated.



The goal of the dissertation research is formulated, which is to develop a
method for encoding infrared images (IR images) to reduce the bit rate without
losing thermal integrity based on semantic-oriented processing using artificial
intelligence (AI) models.

To achieve this goal, it is necessary to solve the following tasks:

1. Develop a method for forming a two-layer informative map of IR images
to ensure conditions for reducing the bit rate with a certain thermal integrity based
on the use of Al models.

2. Create a method for spectral-group compression of segments of bit layers
of IR images to reduce the bit volume without losing thermal integrity

3. Develop a method for semantic-oriented encoding of IR images for
transmission in information systems.

4. Create a method for increasing the thermal integrity of object-informative
segments of IR images without losing bit rate in information systems.

5. To carry out a comparative assessment of methods for encoding IR images
using the ablation technique.

The object of the research is the processes of reducing the bit volume of IR
frames in information and intelligent systems.

The subject of the research is methods of encoding infrared images to reduce
the bit load of data channels in information and intelligent systems.

The characteristics of IR streams generated by modern devices have been
studied. Deficiencies in processing IR frames using existing encoding methods have
been identified. Limitations of special IR codecs and common neural network
approaches have been identified.

A method of bifurcation of bit layers of a frame with an extended dynamic

range has been developed. The method allows dividing the information structure of



an image into significant and background components at the levels of individual bit
layers. This approach allows reducing the spatial redundancy of the frame.

A method for determining the metric of segment information has been
developed. This allows for a quantitative assessment of the information content of
spatial regions based on their texture saturation.

A method for forming a two-layer information map of an infrared frame has
been developed. The method allows for the identification of priority processing areas
in the threshold-metric space of the senior and junior bit layers.

A method for detecting object-information segments based on the use of
artificial intelligence models has been developed. This allows for segmenting objects
of interest through the conjunction of the result of a neural network with the formed
information content map. This approach allows for limiting the level of distortion in
priority regions of the frame.

A method for differential coding has been developed for the formation of
mini-segments with a reduced dynamic range. This allows for the transformation of
the values of IR frame pixels into local temperature deviations.

A method for correcting low-frequency coefficients based on high-frequency
components of the wavelet transform has been developed. The method allows to
narrow the dynamic range of low-frequency values without introducing additional
distortions.

An adaptive quantization method has been developed based on the level of
information content and bit layer of segments. The method allows to differentially
distribute quantization coefficients depending on the priority of segments. This
solution allows to limit the bit rate of the IR stream at a set level of thermal integrity.

A method of spectral-group coding of segments has been developed. The

method allows to carry out structural coding of spectral values by types of frequency



groups under conditions of quadrodecomposition. The use of this approach narrows
the amount of bit excess and reduces the intensity of the data stream.

An ablative analysis of the impact of the developed methods on the coding of
IR frames was carried out. It was shown that the complex integration of the proposed
methods cumulatively reduces the bit volume of data while preserving the integrity
of informative areas.

Scientific novelty of the main research results.

1. The method for constructing a two-layer informative map based on
threshold decision rules was improved. The differences of the method lie in the
definition of adaptive associative dependencies in the threshold-metric space based
on the aggregation and normalization of information of the high-frequency region of
the Haar transform for segmented bit layers of IR images. This allows creating
conditions for increasing the compression level with the established requirements
for the thermal integrity of IR images.

2. Further development of the method for detecting areas of objects of interest
based on the application of an artificial intelligence model was obtained. The
differences of the method are in the detection of object-informative segments due to
the conjunction of the result of the neural network with the formed informative map.
This allows to preserve the thermal integrity of the objects of interest under
conditions of limited bitrate.

3. For the first time, a spectral-group compression method was developed
based on structural transformations in the Haar wave space. The differences of the
method are: differentiated structural coding of the wave space of segments by
frequency domains under conditions of quadrodecomposition and setting the lower
limit of the high-frequency domain. This allows to reduce the bit volume of layer

segments of IR images without loss of thermal integrity.



4. Further development of the IR image coding method based on semantic-
oriented processing was obtained. The differences of the method lie in spectral-
group coding taking into account the presence of object-informative segments of IR
images in the Haar bifurcation-wave space. This allows to reduce the bit rate of the
infrared data stream with a certain level of thermal integrity during processing and
transmission in information systems.

5. The method of restoring compressed IR images based on the use of
biharmonic functions has been improved. The differences of the method lie in the
spatial thinning of low-informative areas of bit layers of IR images with their
regeneration according to a regular spatial template in the process of restoration
using biharmonic functions. This allows to increase the level of thermal integrity of
informative segments of IR images without loss of bit rate.

Practical significance of the research results obtained.

Implementation of the developed method of encoding IR images in
information systems allows to reduce the bit rate of the thermal frame stream within
the given thermal integrity, i.e.:

— by 8% for frames with a predominant content of low-informative
background segments;

— by 10% for frames with a predominant content of informative segments
containing thermal contrasts;

— by 7% for frames with a predominant content of object-informative
segments, saturated with thermal signatures of objects of interest.

For the developed method, an advantage is achieved in the use of artificial
intelligence over existing ones. This allows to increase SSIM for object areas by
93% compared to existing methods. Which satisfies the requirements for preserving

the integrity of thermal fields of objects of interest.



The use of artificial intelligence in combination with the metric definition of
the information class of segments makes it possible to use selective quantization
coefficients when encoding bit layers. This allows you to adjust the PSNR from 24
dB to 38 dB, which provides an advantage in the compression ratio of 4-10% over
existing methods.

Biharmonic reconstruction of low-information regions of the IR frame allows
to increase the compression ratio by 6%, while reducing the mean square deviation
in local regions.

Keywords: artificial intelligence, machine learning, neural networks,
information security, secure data exchange model, semantic segmentation,
cryptoresistance, object detection, wavelet transform, computational complexity,
image coding, image compression, computer vision, infrared images, digital image

processing.



